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1l"il~tr'U~~'U'U&'l1~&'l'ULVlf'lLtJ'U~'l~1~tlJ~L.g1me)1'U1tJfl11:W?l~~1n LLiil~&'l-U'U&'l'4'Um~'\.J~tM'l1'U 
"iJa'lm:l\l\1'V'1L~a G1'le.Jiil'l'l11vrn1~L.g1li'l.gB~iil -U11&'l1~iifl11:W~1~L~1 n1~~~~a~€J&'l1~ii'\.J~~~V1~m'V'l~'l~'U 
bbiil~tY-:J-U1tJiil~fh1-ff~1tJ1'Un1~~1biJ'U-:J1'U"iJa-:J'i,,,j1tJ~iin1~b~€J:w~a1'U~~'U'U B'UbV1€J'h,j\il €Jci1'l1~n\il1:W bb~':h 
~~'U'Ubfl~€J"lhtJWl-:JnG'i11"il~ii'\.J~~ltJ"iJ,j bbiil~e)1'U1tJm1:W&'l~mnl'Um~'\.J~tM-:J1'U bb\il'1'U"iJru~L~mtl'Uniifl11:Wb~tJ'l~'l 
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'V11-:Jfla:wYi1b\il€Jf1.~VlmnVliil1tJ)'\.Jbb'U'U b-U'U 1'\.J~bbm:w'\.J~~&'l'lf1~1tJ VI~an1~h:W~'V11<l~~'U'Ubfl~a-u1tJ bYlBnam'U 
" lvr~~'UbJ&'l1:W1~t11-ffm~1~ ~1:wli-:Jm~"ll1:wtJ.ga:WiilVl~am1:W~'UVI1'l~1"{jm~ ~-:J~-:JbVl~1dbtJ'Un1~&'l~1-:Jfl11:Wb~tJVl1tJ 
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~1biJ'U-:J1'U~1 tJ1~n1~V11'lBb~nVi ~aiJ n~"ll €J "n€J<l'l'1'V'1 b~aiifl11:WlY'U fl<l'\.Jiil €J~ilmbiil~b~BnBl~bbiil~btJ'U1'\.J\il1:W 
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'ULtl'U1fJLLliI::LL'U1t1~mlt'Un1'~-rn'r11fl11113T'Ufl-1t1li1el\Pl.ntl~1'Ua1'~a'\.H'VIA'tJel-1n el-1l1'WL'iel 

'VI~nn1~ bblil~L'VII'1NIiI• 
11'1(JtI~:; 1:1 ~ fi• 

- e:J~fitl~:;ne:Ju 

thilmll 
'ULtl'U1tlt'Un 1'~i'n'r11 fl11113T'Ufl{ltllilel \Pl.nV~1'Ua1,-a'U t'VI A'tJel {I nel{ll1'W b'iel 

- n1~L'ihn~'VI~elfl1Ufllln1~1i~1iJa1~1:IiJb'VIl"!• 
~~UUa1~aiJL'VII"! LLIiI :;~~UU~1~B~'1Je:J\la1~aiJL'VII"! 


f11~m1"ae:JuLLIiI~t1~:;LiJiJfl1111b~f.J\I~1iJa1~aiJL'VI1"! 
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m::'U1'Un1,-,-n'r11fl111111'Ufl{ltllilv\Plfltl\Pl1'Ua1,-a'UL'VIA'tJa-1nv{lVl'WL'-B 

(9)0LL'U1t1~mlt'Un1,--rn'r11fl11113T'Ufl-1t1li1B\Pl.ntl~1'Ua1,-a'UL'VIA'tJel{lnv{ll1'WL'iB 
- -UBn1'V1iJ\Pln1~L-U1n~u,IiI~fl1'Ufl:Wn1~1i\l1iJ1:I1~1:IiJL'VI1"! (Access control) (9)0• 
- -UBn1'V1iJ\Pl n1~bi~1iJI'1111.f11~n"L~Bfl1Ufllln11L-U1n\l1:l111:1iJL'VII"!, 

(Business requirements for access control) 


- n1~U~'VI1~..ij\Pln1~n11L-u1n~'1JB\lrJli~1iJ (User access management) 


- f111n1'V1iJ\Pl'VI't!1~fl11:wi'u~\Pl'tlB'u'1Je:J~rJli~1iJ (User responsibilities) 


- n11fl1Uflllf11~L-U1n~Lfl~B'li1f.J (Network access control) 
• 

- f111fl1Ufl:Wf111L-U1n~~:;uutI~mif11~ (Operating system access control) 


- f111fl1Uflllf111L-U1n~1t11LLmlltl~~CJ f1~'VI~mm'VfW~ Lfl~iJlJ,liI:;a1~aiJL'VI1"!. , 
(Application and information access control) 

- n1~..ij\Pl'¥11~:;UU~11B\I~1'V1i'U~:;UU1:l111:1iJL'VI1"! 

- n111'111"aBUu,IiI~t11~LiJiJfl1111L~f.J~~1iJa11aiJb'VIl"! mo 
o CV~ .c:tI q (4)1 

- n1~n1'V1iJ\Plfl11:W~UN\Pl'tle:JUmru1:;WflB:w'VnLl'1m'VI~e:J'1Je:J:Wlila11aiJL'VI1"!
'\J 

Ln\Plfl1111Laf.J'VI1CJ'VI~mriJl'1~1f.Jb\Pl '1 

a1t1 mm 
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1'l11J~'W~ ~~1"11 nb]'M~mn1VI '1.1 ~VI~n bn w.,) bbfl~15nl~1 '1.1 nl~vh~~ n~~1J'Vll~ Bb~ n'Vl~eJil nG1 

fllfl~.!l 'W.f'l.Ie><t~~ nlV1'U~1~Vlil1~~1'U'llEI~~.!l~eJ~~~vi'1'UbtJ'UltJ bbfl~ bb'U1'll ~'U'11l'Uf11~~n'Mlfl111J~'Ufl~ 
'llfleJ~.n~Wll'UG11~G1'U b'Vlf'l b~E1l~f11~~1 b il'U5~m~1J~b tJ1G f11~'Vll~Bb~ n'Vl~eJil nG1ljfl111J~'Ufl~'llfl E1~.nmbfl~, 
b~E1"E11Wlb~tJ1'U?t 1'U'lleJ~nEl~l1'Wb~eJlj~~bUtJ'UnEl~l1'Wb~ eJ 11f11~~n'Mlfl111J'llflEl~.ntJ~~'U'UG11~G1'Ub'Vlf'l 'W.f'l.Ie><t<t~ 
~~btJ 'Ubb'U1'Vl1~bbfl~1J 11'l~f11~1'Uf11~tl E1~n'U~~'U'UG11~G1'Ub'Vlf'l'lleJ~l1'Wb~Ell'U~~~'UVI~~bb~1 bbvl b~E1G1~1~fl111Jb~E1~'U 
bbfl:;fl111J~'Ufl~'llm)~.ntJ1'Un 1~1off~ l'U~t'U'UG11 ~G1'Ub 'Vl f'l bbfl:; bfl~E1"th tJ fleJ1Jvh b I'l Eli'll EI ~ nEl~l1'W b~eJ b~1J;ff'U 
1'l11Jbb'U1'Vll~~'W~~~1"11 nb]'M~n InlV1'U~ nEl~l1'Wb~eJ~~lWl~~vi'1'UbtJ'U1mbfl~bb'U1'll~,r~1 'Uf11~~n'Mlfldl1J~'Ufl~ 
'llfleJ~.n~~l'UG11~G1'Ub'Vlf'lmNl1'Wb~eJ;ff'U b~tJ*bu'U 1 'U~ltJfI:;bB tJ~ bbfl:;-1fEl'll~ u~ vll~ 1 b~eJ1~nl~~'Wflvtloff~ 1'1.1 

~t'U'UG11~G1'Ub'Vlf'l ~11J~~'VIil1~~lj ~:;'U'UG11~G1'Ub'Vlf'll'Ufl111J~'U~ ~"1IeJ'U~'U'Vl~l'U bbfl:;loffbtJ'Ubb'U1'Vll~1'Uf11~'ll~,r~ 
vlEll'll 

.d t Q tI Q.I ~ 

bfl~E1'llltJfl E11J'W1 bl'lm'llEI~neJ..:!'Vl'Wb~eJ 

Ie>. Ie> b~eJ nlV1'U~ bb'U1'Vll~bbfl:;1G f11~'ll~,r~1~nl~~'Wfl bbflt'4 flflfl~'ll ~~~1'UWll'UG11 ~G1'Ub 'Vlf'l 

~11J~~f11~v'UtJ'U1'l1'U flflfl n 1~b-1flCl..:! bbfl:; f11~fld'Ufl1J f11~1off..:!1'U~t'U'UG11~G1'Ub'Vl f'l'lleJ~n E1~11'Wb~EI, , 
Ie>. m b~eJ1~~t'U'Ub'Vlflb'UbflVG11~G1'Ub'Vlf'lG111Jl~f,l1off..:!l'U1~1'l11J'lln~ vl EI b~E1~bVl1J1~G11Jbbfl~G1E1~fl~eJ~n'U 

f11~1off~l'Ul'll1Jfl1~il~ 

Ie>.~ b~E1l~nEl..:!l1'Wb~ E1lj'UbtJ'U1mbfl:;bb'U1'll~,r~l'Uf11~~n'Mlfl111J~'Ufl~'llflEl~.ntJ~l'UG11~G1'Ub'Vlf'l 
~ v ~ el.Q, 0J,c:t.,d..,J V 

'llEl~'VlG1EI ~flfl E1~1'l11J bb 'U1'Vll-l'llEl~ n.~Vl1J 1tJLbfl ~~:; b'U tJ'U u!J'UI'l'Vl bnm'll eJ-l 

Ie>.<t b~Ell~ljf11~a1~eJ~-1feJ1JflG11~G1'Ub'Vlf'leJV l~G1~lbG11JEI bbfl:;1i bbt-l'Ubl'l~ tJ1Jfldl1J'W~eJ1Jn~&~mij'U1'1.1v , 

mru~1JjG111Jl~f,l~lbil'Uf11~~1tJ1G f11~'Vll-lB b~ n'Vl~eJiln~ bbfl~G111Jl~f,ln~:;'U'Un~'Ufii'U1JllWlfl1tJ1'U~:;tJ~b1f11~ 
v 

bbfl~~~'U'UG11~G1'Ub'Vlf'leJV1~G1~lbG11JeJ 

1e>.1rl b~eJG1~1-lfl111J1'l~~VI,:rn bbfl~?t~bG1~1J1~bil~fl111J~fl111Jb-1flh bbfl~1~f11~eJ'U~1Jb~tJ1n'U 
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h1!l mru~':i~'lJ'lJ611':i~'Ub'Vl~VI~a-rrm;j~~1':i~'Ub'VI~bnl9lfl11~b~tlVi1ClVl~mr'U~':i1Cl119l 1 B'Ub~a.:l~1'il1n 
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ej{'U1IeJ'Ue)I'UI\1"il1 neju~rl'Uuru'llIL~eJfl1 ':i~~bn'U11' L t1'U 'VI~mn'U 1~ Vej~LL(;l ':it'U'U"ilt eJ'U flll\9l1~moff~I'U LoUl6'i
'\I 'U" dJj 'U 'U ,,!1t '\J 'U 

':i~'U'U LYl'Wlt1'U6'il'U~-;ij1 btJ'UtifeJ~iI'1111'V1'UI~~I'Ubvh'!'U b ~m\llnfl1"J1~?1'V1~bn'U1"1111J-;ijlbtJ'Ul'Um"Jloff~I'U 
" "il:al111.J~fillI11 b~eJ~1'Ufl1':i1off~I'Ubn'Ue)I'UIIil'VI,jI~ ~~'!'Ufl1 ':inl'V1'U~?1'V1tt 'U fl1 "J boUl()~':it'Uml'UtifeJ~ rll'V1'U~ 

\9l11Jfill111-;ij1 bt1'Ui'U~lbvh'!'U 

@.<9l.1v ~1'U fl1':i boUl()~':i~'U'Ubfil~eJ"1l1 eJ611 ':i61 'Ub'VI!"! m off~I'UlilttifeJ~l~{'UeJ'Uq.jll'1lilln~~ bb(;lbfil~eJ"1heJ 
____.__... _ \I 't" 'U 

1'111J?1'V1~ bb(;ltfildl1J-;ijlbtl'U1'U01':iboUl()~bfil~eJ~1 tJlieJ'U~lilt boUl1oU~I'U l~vej~ bb(;l bfil~eJ~leJiJ'Vnjl~ml\161eJ'U
"" fl1':ieJ'Ul!~ bb(;lt fh'VI'U~ fl1':i eJ 'U fl I l\9ll'Ufl1':i~ l'UboUl~ bfil~eJ~ltJ 1'1111?1'V1~ bb(;l~ ml11-;ijlbt1'U1'Ufl1':i1.J nU~~1 'U 

" , o~ \J dJ 

bvh'!'U ~~dej~ bbmfil~eJ~ltJ\I~tifeJ~~~1~iJm"Ju'UYinm"Jloff~I'U"Ummoff~I'U \9l(;leJ~Iil'Um"Jb~I':it1~m':iloff~I'U 
"" " 

1111 ~moff~I'U~l~(;ltb5J~filll1J1.J(;leJ~J1eJ ~1~(;l~ bi1~?1'V1~m':iH~I'U ~l~(;l~bi1~?1'V1~"UeJ~moff~I'U~'U 61 an~lCJ 
" " I 

@.<9l.bTl ~1'Um!boUl()~"J~'U'U1.Jll~m"J 0oU~I'U~eJ~l~{'UeJ~q.jl\9llilln ~{'U~ ~'lleJ'U"J~'U'U1.Jll~01':i 

~\lbtJ'U'VI{'W ~?1'U"UeJ~ neJ\I~'Wb~ eJ ~~1il~G'l1111 "JmoU1()~ fl1 ':i1i ~1'U1~ l~tJ~{'U~~'lleJ'U':i ~'U'U1.Jll~ fl1"J iJVI,jI~ 
\9l"Jllil61eJ'U?1'V1~eJ'Uflll\9l1~b.nILi~I'U"J~'U'U1.J nU~fl1':i'1leJ\lmi\ll'U bb(;ltfil1'Ufil1lfl1"Jli~I'U1~btJ'U11.J\9l111?1'V1~"Q~ d..I 'U q 

bb(;ltfillI11-;ijl btJ'U1'Ufl1"J1i~1'U ':il11 ()~u'UYinfl1"J1off\lI'U"Ummi~I'U 1'1 (;leJ~Iil'U fl1':ib~I':i~1~ nI"J1i~I'U1111~ 
" mi~I'U~l\1m~b5J~ml1J1.J(;leJ~J1tJ ~l\1(;l~b5J~?1'V1~nI':iH~I'U "Jl1J ()~~l\1(;lt bi1~?1'V1~"UeJ\lmi~I'U~'U 61 an~lV 

" " I 

<9l.<9l.~ ~1'U fl1"J boUl ()~11.J "JLbn':i1J1.J"JteJn~mi~I'U~eJ~1~{'U eJ'UUJ1\9l1il1 nej{'U ~~'lleJ'U11.J"J bbn111 
... -It . 'U " QJ 'U 

1.J"J~tJnl'1 ~\lb tI 'U'VI-r'W~?1'U"UeJ~neJ\I~'Wb~eJ ~~\I~G'll1JI"JmoUl()~fl1"J1i~I'U1~ l~eJ~{'Ue:J~'lleJ'U11.J':ibbn111 , " 
1.J':iteJ nl'1 iJVI,jI~I'1"Jl"ilG'leJ'U ?1'V1~eJ'Ufl'll'1l~boUl1i \l1'U11.J"Jbbn1111.Jc.itvnl'1"UeJ\lmi~I'U bb(;l~fill'Ufil1Jfl1"J1off~I'U1~ 

, q o~ ,,'U iii 

btl'U11.J\9l11J?1'V1~ bb(;l~fillI11-;ijlbtl'U1'Um"JH~I'U "Jl1J()~m"Ju'UYinm':ili~I'U"UeJ~mi~I'U \9l(;leJ~Iil'Um':i~I':i~1\1m"J
" 



.. III 

eJn~rJf.J 

(9),1t? cJiilU."'~l'U-1JeJ:I.J'" ~H:lfll",'U~mf'lbnru,;LMrJ1n'UnlieJ'U f111\111'!XL-1Jl~\I-1JeJ:I.J"''lJmm-1J\ll'U l\11rJ~eJ\I"illbb'1Jn 
'U 'U 6JI '\J VdJ "o~ 'U \J 

i1'Vl5nli b-1Jl~\I-1JeJ:I.J'"lu bb~'lh~Ul'Vl'IJeJ\Im -1J\I1'U el'U1~u.n n/ieJ1'UeJ ~1\1 b~ tJ1 nl':i?l-Sl\1-1JeJ:I.J'" n/TUeJ'U-1JeJ:I.J'"
'U 'U 'U 'U 

n/i Lbm'IJ-1JeJ:I.J'" n/ieJ'UiT~ -1JeJ:I.J'" hJn ~'Vl~b-1Jl~\I l\11vil"ill irul\111:I.Jml:I.J"il1 b u'U~ eJ n/':i1-1J\ll'U\111:I.Jilli f1"il" , " 
Vlifl~'lJeJ\leJlotl\l1'U'!'U 1 ':i1:I.J~\I~eJ \I~1b-u'U n/':i'Vl'U'Vl1'U i1'Vl5eJ ~ l\1?l~lL?l:I.JeJ L~eJ1'!X?leJ\11IilGieJ\ln'Uf111:I.J"illbu'U 

VI~eJ':it~'Ui1'Vl~m~-r'U VllnVl:I.J\111il11:I.J"illLu'U1'Unli1otl\ll'U 
, " IV 1I V 0 Q.J q Q.J V Q.J Q 

tJ\11 bb"'~l'U'IJ eJ:I.J'" \11 eJ\I nlVl'U\11 nli"iJ\11 mibn tJ1 n'U'lJeJ:I.J'" \11\1'U 
'U 'U ell 'U 'U 

(9),m,(9) nlV1'U\11th~LiI'Vl'IJeJ\I-1JeJ:I.J '" ~\ltb~neJ'U~1 v -1JeJ:I.J",'Vi'11tJ -1JeJ:I.J m'h'U'UIilIil'" -1JeJ:I.J'"1 otlmv 1 'U 
'\I 'U 'U' 'U 

III.., .., " 
u."'~'lJeJlJ"''I1'Uf111:I.J''''U 

(9).m,1t? nl"''U\11bb'U1'Vl1\11'Um':i~\11''':l.J1\11",1l-UeJ:I.J",i'Uf111:I.J61'U lii1rJilliJl':irulliJln 
" " 

- bbVI~\I~ :I.J1'IJeJ\I-1JeJ:I.J'" 1\11 VViln-1JeJ:I.J "',!'U:I.J1liJlnil1 tJ'UeJ n bb"'~bu'U-1JeJ:I.J fI~'Ui'U1il11:I.J~'U 
"" " nliJ~~eJ\lIil\l11~\lL~:I.J L~:I.J VI~eJVlln-1JeJ:I.J"',!'U:l.JlliJln B'Ub'VleJ{ b.w \11 i'U1il11:I.J~'U n"iJ ~bu'Uth~LfI'Vl bU\11btJ V1~bu'U~'U 

" 
- 15 n/i'LhhJ1otlu':i~lv'I1tJ Vlln-1JeJ:l.JfI,!'U?ll:I.Jl':i"'tJ 11 u1iu':i~lv'I1tJ1'UL~\I'Vnrll'l1m~ 

" VI~eJ ",1 n"mU\11 btJ VIiJ::: ~ \ltJfI m~'Vl'U ~1'U':i~'U'U\I'UU ':i::::I.J1ru'IJ eJ\I",'I.11 V -UeJ:I.J fI-d1iJ::: eJ V1'UU ':i~ bil'Vl~'U
" " " 

- "ill'U1'U'UIilIil",~-r'U'Vlil'U 1\11V-1JeJ:l.Jfl1\11?ll:1.J1':imU\11 btJ V~eJmi\ll'U-1JeJ:I.J'" bU'U"ilTU1'U:l.Jln 
" 'U 'U 'U 

i'U1il11:I.J61'UIiJ~Lu'U-UeJ:I.J'" bU\11btJ V1~ 
" 

- tJflm~'Vl'UVilniin1':i bU\11btJ tJ -1JeJ:I.J'"1\11",ln"mU\11 btJVIiJ:::iitJ'" m:::'Vl'U~l'U~m~V\I 
" " ~l'Um'Vl~n~ru ~l'U m':i \lUUi::::l.Jlru ~l'UnliWU~ 'INi \111:I.Jn~':i~b;j tJ'U-1J€l{J\I~'U~VI'LbvnlV1'U\11~mu~ 'lNim:I.J 

VI~eJ~l'Unliii~1'U1~~1'Ub~ V'lJeJ\lcJ~ bM m-ueJ\I ~\I-1JeJ:I.J fI~\ln~11"iJ~?ll:I.Jli"~\11€ltJ1,'UU':i~bil'Vl1otlillV 1 'U L'Vh,!'U
" " " VI~eJU':i::: Lil 'Vli'U 1il11:I.J~'U 

(9),m.m i'U\11eJ'U m':iUn'lNi L ~eJ~\11nl':in'UoUeJlJfI\111:I.Ji:::~'Ui'U1il11:I.J61U1'!Xun'lNi~\I-d 
- ~\11bbfl~1'U-UeJ:l.JfI~eJ\lnlV1'U\1115un'lNi1'Unli~\11bnU-1JeJ:I.J'" Lb",~15u;;{J~1'Umif11UIil:I.Jnl':i\.I" 'U d.J ,dol 'U d.J 

b.ul~\I-1J€l:I.Jmb~ fI:::U it LiI'Vl i'U1il11:I.J61'U'lJeJ\lmotl\ll'U'lJeJ\I bb~ 'Ulil Iil'" ~\I nI':i b -1Jl~\ll\11V \11 ':i\l bb"'::: nI':i b -1Jl~\I~l'U 
" '" 

':i :::U'U\I1'U i1:I.J~\l15nIi~l fl1 tJoU€l:I.J'" bb~fI ~Ui::: bil'Vli'U1il11:I.J~'U 
" 

- cJ\11 bLfI~l'U-1JeJ:I.J"'VI~eJ b~l'IJeJ\IoUeJ:I.J"'''iJ:::~eJ\lii nli'VlU'Vl1'U1il11:I.J bVI:l.J1~?l:I.J'lJeJ\li1'Vlm'UnI':i 
\J 'U ~ 'U 'U 

b-1J1~\I-1JeJ:I.J"''lJeJ\lmi\ll'UeJ~l\1ifeJvum~ (9) 1il~\I b~eJ1'!XiT'Uh1~11i1'Vl~~1\1 ., mVl11iT\lIil\liiIil11:I.JbVI:l.J1~?l:I.J 
" " I 

nI':ib-1J1~\loUeJ:I.J"'U':i::: bil'Vli'U1il11:I.J61U 1iJ:::~eJ\liinl':iil?lliJtJ~1\11'Umotl\ll'U'Vlnlil~\I 
'U 'U \J " 

- nli-r'lJ[;>j\l-1JeJlJ"'1.'ll~t1J~l'Ublil~eJ-ciltJ?ll'Bl':iru~ eJlotl\ll'U~eJ\l1~-r'UnI':ib-1Jl':ii?l (Encryption) 

~bU'U:I.J1\11 i ~1'U?l1n",.. 
1'!XLu~ tJ'Uii?l ~.h'U1.'l1V1-r'U nI':i L -1Jl~\I-UeJ:I.J",i'U1il11:I.J 6'1'U\111:I.Ji~V~b1f11~ rhVl'U\11 

" 
- 1 '!X n 1 VI'U \11:I.J1 \11 i nli -rn~11il11:I.JiT'U Iil \lU '" eJ \11J1V'IJ eJ \I-1JeJ:I.J '" 1'U m ru~'t11 blil ~eJ\I 

" 
lileJ:l.Jil1 b\11eJ1eJeJ n'UeJ nvr'U~ n/':i~\I blil~€l\llil eJ:I.J'W1 L\11eJ fLU\11i1"iJ'IIeJ:I.J ~eJ\l1.'ll ieJ\I VI~eJ ",u-ifeJlJ"'~ii1.'ll~t1J~Lii'U 
eJtJ1'U~eJ{J'UVinneJ'U 

... " o I I lid 4V.::t 

(9), m,~ nI':inlVl'U\11'111\1bd"'lLLfI:::'I1eJ\I'Vl1\1 nlib'lJ1"\I?lli?l'U b 'Vlf'l'IJ eJ\I:I.J\11\1'U 

- i~'U'U\ll'U'U~nI':i e-Service (Front Office) 1.'llV1-r'Umotl\ll'U'Vi'11u ?l1:I.Jlim-U1~\l1~\11"'eJ\11 
" It?~ i11:I.J\ll\11V~1'Ui:::'U'U Internet 

http:U\111:I.Ji
http:eJ\I",'I.11


- 1:;'U'U~1'IJfI1Vl'umFlVi''V'IL~8 (Back Office) ~1Vl~'U1i~1'IJ1~LO'V'l1:;i111"/jfl11"IJ8~fl8~Vi''V'IL~8 

~1~~'VI5m~~'U8'IJru1~ lVlvG'f1~11mi1H;~1'IJ1~1Jl~8Vl \e:J~ "/j~. lVlvf·h'IJ1:;'U'U Intranet, ., 
<t m~1f11':i'Vi1mV~8'U"''lJVifli8~m~8U8~n'IJm1Li1i)-:Ji~~~1~f1I~EJ~PI-:JFl~8~ lVlvtJf),:m~1~C9l.m. " ".~" ~ 

... ;f 
LL'lJl 'VI1~Vl-:J'IJ 

0~ ., .. It "'''' ,h::IJl'VI il'UU",n"Uililfl 'J1ln1''VI1fl1f1 

Flash Drive 1m~fl1':i'Vl'UVl~8'UVl1~L~VVl1V 

r-
1ifl1':i~V1~lV LPI~el~'Vi1mv LelflG'f 11 

tt~'IJ CDIDVD 11ifl1':i~Vl~lmPl~m'Vi1mmelflG'f1':i 
t'VItl ' 1 m5fl11'Vl'UVl~8'U~11~L~vVl1vVl~men'Vi1mv 

n'::~1~ 

-' 

" ... " 1ifl1':i'Vi1mviel~~'U'lJij1~Vl~G'fri~lVl~fl11v.Jel~LW~ (Format) ~1~~1~1fj1'IJ01'Vl~6'ln " ~ 

fl11'Vi1mviel~fl'U'lJij1~Vl~G'fri "IJel-:J fl1~'VI11-:Jflm1Vl~G'fVl~@ b~~fl1 
" ~ 

DOD S220.33-M (~~iifl11v.J8~LLiJ~L\J'IJ"ii1'IJ1'IJVlfl1V1el'U) 

C9l.m.'0 1~n1Vl'IJVl~1~1 fl11Uel-:J n'IJimil~~1~ty~iifl11~-:JYi~Wel8 fl~1'V11~ LPI~el-:JYi~w L~elU8,:jn'IJ 

fl11 L i1i)~lVlv~~'IJ 
" v 0 v J:::iI .d IIq.<:::l, J .., .t::I V 4 v d II .0 V,c::,j V GIl 

C9l.m.(ri ~Vl'VI1'Uty"/j11V'l18~~G'f'VI5L"IJ1tl-:J"IJ8~fl LLfl~G'fel'U'IJ'VIfl"IJ8~flG'f1P1ty LL~:;~fl11'V1'U'VI1'IJ'Ut:y'l1. .
<II , 0 

11V"/jel8V1-:JG'f~1bG'f~8 

m. iian1'MU~n1't<ij.:J1U~1~.n1,n~tYfafll'J'Ufl~n1'toih5.:Ja1";j6'lUt'VIfl (Business requirements for 

access control) 

r:fV1bLfl1:;'U'U ~el,:jPll'UPI~Lbfl~"ii1nV1~'VI5"IJmmi-:J1'IJ L~8G'f1~11m'ihi),m~:;1oif-:J1'IJG'f11G'f'IJL'VIfl~1~Pl11~LVlm~G'f~
'\.I 'U It 'U 

"IJ8-:Jfl11fi~ LL~~"IJ8'U L"IJ~~'U~V1"/jel'U~1'IJ'I18-:Jm-tl~1'IJLL~fl~'UPlPlfl lV1v LO'V'l1~el~1~~-:Jfl11n1Vl'IJVl~'VIifl111i" , 
1:;'U'U L 'VIP11'IJlfl ~G'f11G'f'IJL'VIfl~~1~ty ~:;~8-:J1~-r'Um1~b~'IJ"/jel'Ub\J'lJmV~fl1:1ruBfl1:1':i~1fl~U~~'UUty"/j1"IJ8~ 
m-tl-:J1'IJ 11~~~~8-:J'VI'U'VI1'IJ~'VIi~-:JflG'i11el~1-:JG'f~1LG'f~8 btlel-:J'<\J1fl fl111~~'VIiLfi'IJPl11~ 1ii1 L\J'IJ1 'lJfl111 -tl-:J1'IJ ~:;
" 
'1111tJ1.'iPll1~b~V-:J1'lJfl11 Li1i)-:J~Lfi'IJeJ1'IJ1~VlU1~

" 
\e:J.C9l fl11P11'UPI~fl11Li1i)-:JG'f11G'f'IJL'VIfl, 

hC9l.C9l fI11n1Vl'IJVl~'VIim11-tl1:;'U'UL'VIPll'IJ1~~G'f11G'f'IJL'VIfl~~1~ty B'lJ1~bLf11~'U'UPlel~YilL~elntJ1LLm~ 
tJ1:;~n(l)~VlVl~1V~h~n'VI18ilfl~ 1:;'U'ULPI~mhvHG'f1V 1:;'U'Ua'IJL'Vm~Li1~ ~8-:J1~~'VIibO'V'l1:;fI11tJiJ,:m-:J1'IJ1'IJ 
VlU1~L'Vh~'IJ LLfl:; ~8-:J1~~'U Pll1~ b~'IJ"/j 8'UL\J'lJmv ~fl1:1ruBfl1:11~1fl~u-:J ~'Uuty"/j1 11~~-:J~8-:J'VI'U'VI1'IJ~'VI~ 
~-:JnG'i11el~1-:JG'f~1LG'f~8 

\e:J.C9l.\e:J r:fV1LL~1:;'U'U ~el-:J'VI'U'VI1'IJum~mi-:J1'IJ~-:JVl~V18~1-:JG'f~1bG'f~8 8~1-:JuemtJfl:; C9l PI~-:J b~8u8-:Jn'IJ'\.1'\.1 o~ '\.I 

m1bi1i)-:J1~'U'UlVlv1~1~-r'U8'4ty1~ lV1v 1 ~tJiJ,:m~-:Jd 
- Yi~W11m18"IJ8-:Jr:f~EJ-:Jii ~'VIm'lJ1:;'U'U-:J1'IJG'f11G'f'IJb'VIflLLVfl~1Uvrt11m1'IJfI1V 1 'IJ"IJel~fl8-lVi''V'Ib~8 

" 
- ~V11.'i-:J11V~8~'IJ1~n'U~u-:J~'UUty'l11"IJ8~Vl'tllv~1-:J ~ b~el~1b'U'lJfl11'V1'U'VI1'IJ11ii11V~8 

~Vl~V1~'VI5fl11bi1i)~':i:;'U'UG'f11G'f'IJL'VIfl1tJLL~lVl~811J Vl~8iifl11 btJ~V'lJLt,tJfl-:J~'VI5 LL~ EJ~1~1~iifl11LLm"IJ~'VI5 
fl11bi1i)-:J1~Qfl~el-:JVl~81~ 



n. 
IlIJ::gLIlk1.1!1~jll1s1n,~1~L~U,LU:::~1' t~ru:,~ 

• n. 
11~~gt-p:ml..nll.~l:::~fl.Lk1.G~1 G~H"I.»t-GUt-Gn.~P.1}GlA.m~~Lp.G~lenH-1..lllt-G~nu2-W -

nLt-H-t~LUnG!J~Gt-~~~jll1s1n,~mll.L~mW11 ~fl.W~LU~Qfl.n,n,:::~t-Gn.~k1.1t-Gf&~B~LUL.\A:::~" ~ , 

IJkqnllt-GQ.llw11~fl.1t-~~~~LU!Jt-G)tI (JaSMOJ8 qaM) jll1s1n,~mIl.L~mW11~fl.lnLt-H-tG~' ~P.1}GlA.1I1.~ 
• G~IlGIl.1 ~LULlA.nGU LMUMW ~1tMIlG~t-G~~1::gm1 ~~~n,ntIJW~1tMIlG~t-G~~1 ­

, po' " ~ P IJ' -F' 

~Lf~G~fl.IlLt~Lf.l,U~n,n,:::~nLt:1G~IlGIl.1t-G~ ~m~GlA.mG 
1"& 1"& I I P fI '" -" _ 

n.n. 
nLI:'H-t L~1~LUG~1 }G ~1 t~IlG~n,n,::gW~IlG~1~LUI:'LlA.nh'l1~nk1.LiJ t-G~QL!l-G~~'~11~~ 

tJ.t-~!J ~p.1}GlA.1I1.@nLI:'H-t~LUnW,CLQfl.I:'LlA.tn,11 "1'''1'''1 
n. n. 

~ 
n. 

U~k!1~I:'~~ULI1n,k!f~IlLt~G~G~lII. ~Ut!-G~IA.U~1@QLIlk1.~I1I:'~G~lII.~U1!11t-G~n,LI:'H-W 
n. n. 

al!::! alqelmaX3 t1.Q-1~~IlG~IlM-11~U1~LUn,1lt-GQ.G~1 IJktln,1lI:'GQ.IlW1'~fl.1e-t~~1 ~IlG~IlM-'mG~l1t~~~LU 
n. 

L.\AG~1 ~U'~LULVtn,G!J~Ut!-G ~lA.U~1~Q L Illll.~ l'>U Ll'>n,m'~~LIJUGmG~l1t~~t-G)tIt1.LI:'H-W 

~Ut!-G~IA.U~1~QLlllll.~I1n,LI:'H-t L~m~~~~ftn,VI:'GQ>G~' t-k~UlA (lnObOl) n,n,:::~ , , ~ 

n. 
ULl'>UGG~LUL.\At-G)tIn,Lt-2-W n~l'>~1J1~Ut!-G~lA.U ~'@QLlllll.~l'>n,n,:::~n,LI:'2-t~LUULI1I:'~lII. 

" G~'MlA.t-GUI:'Gn.QLn.G~~mn,:::~nLt:1 p f'O , f\::l' I 

I:, 1\ ... tr. 
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GIl1J1L~IJI:'LrBn,L~IJ!\~nQ~fl.'I:'B~nLt-H-W ­

~Un,B~lA.U~m~Llllll.~l'>n,n,:::~I:'Bn. 
,,-:t' ­

(pJOMSSed aAes) ~n1~~~~~ftn,t~n,L~1J!\~L~Qtf&IlW'1~fl.1e-t ~LUL~1:'~nLt-H-WIlLkt ­
~ 

.,. 
~LUIl.L~n,LI:'B~~~~LUn,lll-t@~1 ~k~W 

n. 
1:'@n.~Ut!-B~IA.U~1@~Llllll.~l'>B~lII. @~,M»I:'@U I:'Bn.~Ut!-B~IA.U~'@QLlllll.~l1H-tl:'@)tIn,LI:'~W ­

~f.l,UBt~ 
'" '" 
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"I'~'~ GH-nt 
• ~ n. 
n,:::~~IlL~~~fl.I:'LlA.tm'!JQ~l (pJOMSSed P009) ~~n,L~~k\~~n,k1.LiJI:'B~:::l1nLI:'H-W ­

n. 
@~1M»I:'BUI:'Bn.~Ut!-@~lA.U~'~~Llllll.~I1n,n,:::~H-Wt-Bn.I:'~I1n,~t~n,@~l1t~~~LUnlll-t@~, 

1\ ~Il 1\1'\ 
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" ' , •QLBroQfLU'~LU ~LUIl.LWLl'>UB@L~~LU ~,VI:'~n,)tIn~~fl.' I:'fblll."L~n,~~fl.'~LU!JB~' @llmL~IJI:'Lr@ 

n. 
t1.LI:'H-t L~'~LUglA.~n,tlA.n,lA.~tl:'~llt~ t1.LI:'H-WI:'Gn.n,GIl.~t1n,kIlLt~!d-L,t"LlII.::g~" ~LU~n,~t L~'~LUn,lllllJ:::LIlI.1.'

"'" , n.n. 
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I2\1A.mlJ~LIJn,n,:::~nLI:'H-t~Llmt ~n,lII.LiJ@~ "1'''1 
b n, 1\1\ I'ld'b 
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n. 
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- ~~ bLmt'U'U ~€J~n1'Vl'W~~'Vl~'Ilmm"N~1'L.I1'WflTIbod1(;~bb'Vl~ ~od €J1I (;l1ll111'Vl'l!1~1"I1111~'Uc:l ~'I1€J'U 
~~ 	 ~ ~ 

bYl mJ 'jt~'Vl5.f11'Y'j'll€J ~ bl'l~€J"lh tJ bbG't t1'l1111'tl (;l€J~.ntJ'Vl1~odm~ (;l 

- 'lX1l.1 enod~1'W b iJ m~ CJod€J1I(;l~1f1II'~ b'U'W 1'11111 ~'U 'Vl1 ~ 'j1"1l fl1'j 1~ CJ1:w1~~'U€J'Wfl '11'l ~1'W 
'" '\I G~ If v~ 


dlI 1.0::=. If ~ 


bl'l'j€J'Il1CJ€J'Wb 'Vl€J'j b'Will 

- enoff~1'Wij'Vl'l!1~1'l'j1"il6'1€J'U1'I1111f1 fl~€J~ bb(;ltm111'L.h b ~ €J(;€J'Il€J~od€JlI(;l1'l €JlIyb bl'l€J1~€J ci 
\I \I 	 'U 'U 

'U'WB'Wb'Vl€J1 bUl'ln€J'W't.i1od€J1IG't 1tJ1off~1'W 
'II 

- fl1'jtoff~1'Wmt~1'W6'1'W'Vl'W1 (Web Board) 'Il€J':)'Vltl1tJenoff~€J~1:WbiJ~be.JtJeff€J1I(;l ~~1r111''II 	 'II.~ 

od€J1IG't~1'W'UI'II'IG't bbm:: bt1'W 1'11111~'U'Il€J':)'Vl1.:)'j1"1lfl1'jl~tJ1:whi'-r'U €J'WfU11'l 'j111..r~~€J~1:wu'WVineffmm~bt1'Wn1'j
\J 	 , It III \J 

1~~1CJ1'IX~1CJ'4I'1I'1(;l ~'W bb(;lt n1'ju'WVinod€JlJ(;l~c:l~ n{J'VllJ1tJI9i1~ 1 
- 'Vl~~"il1fltoff~1'Wa'Wb'Vl€J1bUl'lb6'1~"ilb~tJ'U~€Jmb~1 t 'lXvi1n1'j€J€Jn"il1mt'U'U (Logout) 

bYl€Jt1€J~n'Wm'jbod11-N~1'Wl~fJ'4I'1I'1(;l~'W 1 
cJloff~1'W~€J~'tl5u~1ll111 'Y'j.'j.'U. ':h~1fJm'jmtvi11'11111e.J~b~mn'UI'I€J1IY41bl'l€J1 'Y'j.fll.l!l<t'<t'O 

€Jci1':)bl'l~~I'I-r~ 

l!l.l!l.rn 	 n1'j b~€J1I19i€Ja'Wb'Vl€J1 bUI'l1"l1111bi1~~ 1'IX'tl5~~~d 
- n1'J'Il€JL tJ~1 off'U~ n1'jb~ €J1I19i €JB'Wbl'l€J1 I.UI'l 1'11111 b~16'1~~ 1'W1'Vl'j Pl'Y'jvj b(;l'll'Vl1l1 fJL€Jn'l1'W 

'II 

"iJt~€J~b6'1'W€J"1l€J€J'Wlli1 n€J~l1'Y'jb~€J bYl€JY4"il1'jru11"11111b 'Vl1l1t"'lIbLG't~1'I1111"il1 I.t1'W1'W m'jt -N~1'W, 
- m'jb~ €J1I19i €Ja'Wbl'l€J1 bU1'l1'l1111b~16'1~ "iJt~€J~1:W b~ €J1I19i €Jn'Ubl'l~ €J~1'I€J1IY41bl'l€J1'1l€J~'Vl1~'j1"1lm'j

'II 

~ b~€JlIl9i €Jn'U bl'l~€J"li1fJ.fI1fJ1'W n€J~l1'Y'j b~€J (I ntranet) 'Vl~ €J bl'l~€J~1'I€J1IY41 I. I'l €Ji~1'W ~1~ij-N€J1I(;l"li116'11'j'll€J~
'II 

n€J~11'Y'jb~€J~btl'W~'WfI1111~'U bb(;l~/'Vl~€Jod€J1I(;l~~~e.J(;lmt'Vl'U~1'W1'I1111~'WI'I~'Il€J~'tl'j~b'Vl!i'l1~tJb~~'Il1~
'II 

l!l.l!l.~ 	 fl1'JfI1'U fjllfl1'jb od1(;~'j~'U'U bl'l~€J"li1fJHG11fJ t ~'tl5~~~d 
- en-N~1'W~~€J~ m'jbeff1(;~'j~'U'Ubl'l~€J"li1cJ1~G11CJ.fI1fJt 'Wn€J~l1'Y'j b~ €J"iJ::::~€J~vi1m'j(;l~'VltbiltJ'W

'II 

nt'~~bL(;l'jt'U'U bb(;lt~€J~1~-r'Um'jY4"iJ1'jru1€J'WII '11'l"il1n~u~fI'UuII '"Inn €J'Wn1'j 1off~1'W
'U \I 	 .. o~ 'V o~ 

- ~~ bb(;l'j~'U'U bl'l~ €J"Ii 1fJ~€J~vi1n1'j(;l~'Vl:::: I.il fJ'W n 1'Vl'W~~'Vl~moff~1'Wt 'Wfl1'jb-N1(;~'jt'U'U
'11'11 	 'II 

bl'l~€J"li1fJ1~"'1fJ1'lXb'Vl1l1tG111 n'U'Vl'l!1~1'I1111~'U~~"Il€J'Ut 'Wm'j'tl5u~~1'W 'j111..r~ijfl1'j'Vl'U'Vl1'W~'Vl~m'jb-N1(;~ 

- ~~ bb(;l'jt'U'U bl'l~€J"li1fJ ~m 1 off61l€J'V'Ivj bL11bb(;lt'Vl~mn1~bb1i1'l'j1"il"'eJ'U1'I1111~'WI'I~'tl(;l€J~.nfJ 
'Il€J~'j:::'U'Ubl'l~€J"li1tJ1~G11tJmh~G1~1b6'111€J 

- m'j'jt'U€J'tlmru~"iJ:::b-N11off~1'Wt 'Wbl'l~ €J"li1fJ 1~6'11tJ'IleNnml1'Y'jb~ €J 'W€Jn"il1fln1'J(;l~'Vl:::bil fJ'W, , 
n1'j1off~1'Wbbl;"\'1 "ilt~€J~bb~~fh MAC address 'Il€J~bl'l~eJ~'Vl~€J€J'tlmru~"iJ:::b-N11111off~1'WbYl€J 1~~-r'U~~"1leJ'U 

• 	 'II 

bl'l~€J"li1fJ1~G11V'Il€J~n€J~11'Y'j b~€Ju'WVimt1'W'Vl~mi1'Wm'jb-N11off~1'W19i €J 1'tl... 
l!l.l!l.<t' ~~bb"'jt'U'U~eJ~Y4"il1'jru1m'jb~€JlIlm(;~n'W'IleJ~'j:::'U'U~1'W6'11'j6'1'Wb'Vl!i'l1'l111.f11'Jn"iJ'Ilm'Vltl1vI9i1~ 1 

1~tJY4"iJ1'jru1'tl'jt b~'W'Vl1~~1'W1'I1111iT'WI'I~'tl(;l€J~.ntJ bb(;lt~~eJ€J'W19i1~ 1 ri€J'W ~~~'Wh 1offod€JlJ(;l~111 n'Wt 'WI,bl9i (;l~ 
'jt'U'U~1'W 'Vl~m :::'U'U b'Vl I'll 'W1(;l V6'11 'j G1'W b'Vl!i'l~"il~ b~€J1IltJ ~ beff1~hVn'W 'j t'Vl11~'Vltl1 tJ.fI1 tJ1'W neJ~l1'Y'j b~€J 
'Vl~€J'VltllfJ~1'W~'W 1 ~"iJ:::1I1'1lm~€J1IltJ~n'U n€J~l1'Y'jb~mt1'W~'W l~tJijbb'Wl'Vl1~Y4"il1'Jru1~~d 

n1'Vl'W~'WltJ'U1tJ bb(;l~1I11'l'jm'j I.Yl€J fI1'Ul'IlIU eJ~n'Wbb(;lt'U~'Vl1'j~~m'jm'j1offeff€JlI(;l~ll1n'W
, 	 'II 

Y4 "iJ1'j ru1"il1n ~'Vl~ €J 1:W€J'W 11'1 III m'jb-N1 (;~od€J1I(;l~1'W'U 1'11'1 (;l,Ot \J' 

- Y4"il1'jru111ijm~~'Y'j,,1~,j1~~ij~'Vl~'Vl~eJ1~-r'U€J'4t:1J11ll1 'lXb-N11off~1'W 

http:l!l.l!l.rn


- Vi'ill'HUl L~€l.:Jf1'1';iG'l.:JVl~b;jfJ'l.lI:n-tl.:JTU 
'IJ 

hJ€l'4qJll'll~iif1'1';il-tlnu-tl€llJ~ril~qJ 'VI~€l-if€llJ~~fh'VI'U~i'UFl111J~'U~11Jn'U l'Umru~ 
';i~'U'UhJii1Jll'l';if1'1';iU€l.:Jn'UL ~tJ.:J'W€l 

1!:>.1!:>. b ~~LL~'H~'U'U~€l,nj'U~m'VI~f1'1';iru~L~m-tl€l.:Jn'U f1'1';il-tl.:Jl'U?ll';i?l'ULVlf!1 (Audit Logging) "1J€l.:J 

';i~'U'U.:Jl'UmtJl'Un€l.:J~'Wb~€ll~fJu'U~mtJ'U Log File ~H\n'U-tl€l1J~f11';ib-ifl~'1';i~'U'U"1J€l'lm~'11'U b~€l1'l';i1'il?l€l'U
'IJ 'IJ 

':11lrm-ifl1Jl1-tl'l1'U';i~'U'U f1'1';i1'l';i1 'il?l€l'U f1'1';i'U,mn, ';i11J1LJ ~.:Jf1'1';i1'l';i1 'il ?I€l'U-if€l~~'WG'll~~Lil~~'U1~fJ<ij~v11 
';ilfJ'11'UL-d€l.:J~'U?I';iLJ-if€l1J~-jl11"1';i (Who) v11€l~h (What) Ld€ll 'VI~ (When) vtt'VI'U (Where) bb~~€l~l'1h 

, 'IJ 

(How) l~tJ-if€l1J~~<ij~bn'Uii~'1il
'IJ 

-tl€l1J~~€lUfll:;jm~';i~'U'U'Il'U
'IJ Q~ 'IJ 

i.I V ~ V Q 

"1J€l1JG'l1'U b 1mVlb "1Jlt:l'l';it'U'U.:Jl'U
'IJ 


" v .,J 

- "1J€l1Jm'Ub1~lVl€l€ln'illm~'U'U'Il'U 

'IJ . .­
tI t{OV-=l~d 

"1J €l1J ~ b'VI1'l f1'1';i ru ?I11"1 ruVl bn~"1J'U 
'IJ' v 

-if€l1J ~~ €l bl"l~ €l '11"1 €l1J Vi1 bl'l €lim ~'11'U 
'IJ 

- -tl€llJ~f1'1';ib-ifl~.:J';i~'U'U (Log in) ~'1~rilb~'il bbG'l~hjrilb~'il 
- -if€l1JG'lFl111J'W mm1Jl'Uf1'1';i b-ifl~'1Vl-r'WfJlm ~'1f1'1';ib-tll~'1~rilb~'il bb~~hJrilb~'il 

'IJ 

- -if€llJ~f1'1';i bLJ~ fJ'U bbLJG'l'l~'1 bn~~€l1J'VI~€l f11';inl'V1'U~ril (Configuration) "1J€l'l';i~'U'U'Il'U 


- -if€llJ~bb?l~'1f11';il~~Vl5~1'1 1 

- -if€llJmbG'l~'1f11';il-tl'll'UlLJ';ibbm1JLJ';i~~n~ (Application Program) 


- -tl€l1Jmb?l~'1f11'H-tll~.:JbbY11J-tl€l1J~ (File) bbG'l~f11';imtv11n'Ubb-rl1J-if€l1J~ (File)

'IJ 'IJ 'IJ 

-if€l1J~l€l~bb€l~b~';i?l~b-tll~.:J
'IJ 

- -tl€l1J~1'W';i11'l1"l €l~"1J€l.:J bl"l~€l'lhfJm-tl'l1'U 
'IJ 

t.I t.I ~ d v iJ' q 

- "1J €l1JG'l f11';ibb 'il'lbl'l€l'U bnfJ1 n'Uf11';i b"1Jlm';i~'U'U 'illn f11'J'U mn'IJ , , 

-if€l1J~ bb?l~'1 f11'J'VIfJ ~ f1'1';iv11.:Jl'U"1J €l'l';i~'U'Uu €l'l n'U f11';i'U f1';j n 
~, 1\ , 

tI 0 0 v 
"1J €llJ~ bb?l~'1 f11 ';i'VI~ ~ f11';iVll.:Jl'U"1J €l'l';i~'U'U '11'U?lll"1 t:y 1 

- -if€l1J~bb?l~'1f11';jril';i€l'l-tl€l1J~hirilb~'il 
'IJ 'IJ 

(,lI. n1":i'U~'VI1":i~~n1'm1'n.u1a.:J'ijtl-3~oU-31'U (User access management) 

f1'1';i'U~'VI1';i<ij~f1'1';if1'1';i b-ifl~'1"1J€l'lm-tl'l1'U (User access management) ii-)I'l"LJ';i~?I'Irlb~ElI"l1'U1"I1J 
'IJ " 

f11';i b-tll~'1';jt 'U'U ?ll';i?l'U b Vl f!1 bu'W 1~t:J~1~-r'U El'U nil I'l bb~1 bb~~?1~l'1Fl111J1'l ';i~'VI,rn~"1J € l'lm -tl'l1'U1'U b~€l'l1"l111J 
\I ,"~ \I 'U 

iT'UI"I'I'\J~ El~.nfJG'll';i?l'UbVlf!1 (I nformation security awareness) 1~ tJ f1'1';i'U~'VI1';i~~f11';jf11';i b-ifl~'1"1J€l'l ., 
cJl-tl'll'U ii~'1'ij 

m.Gl 'VI'l11fJ~ih~'U'U?ll';i?l'UbVlf!11'U1"I111J-r'U~~"IIEl'U 'il~~El'l?l~1'11"1111J~Fl111Jb-tllh1~n'Um-tl'l1'U b~Ell~ 
'IJ 'IJ 

bfi~1"I111J1'l';i~'VI,rn bb~~1"I111J b-ihh~'1.ntl bb~~t:J~ f1';j~Vl'U~bi1~ 'illnf11';il-tl'll'U';j~'U'UG'll';i"'U bVlf!1 l~fJhJ 
';i~~~';i~-)'1'V1~El~bvhl~~'1f11'Jru ~'1il f1';j1Jf11'J~ €l?ll';ibb~~bVll"ll'U1~~?ll';i?l'UbVlf!1Vl'VI1';i b~ El btJ'U'VI'l11fJ-r'U~~"II€l'U 

'IJ 

1'Un1';i btl~€l'U';i1J'VI~n~I'l';i~ b~m n'U n1';i-rn'l!tlI"1111JiT'UI"I'ILJ~ El~.nfJG'll';i?l'U bVlf!1 (Information security) 

1~bbrinl~'1'W~"1JEl'ln El'l~'W b~€l 



Q1.l!:I ~(;lbb"1t'U'U~€l,:j~hdjtlfl11b~£r;lfl'Ufl11",:j'VltbUFJtlm-if,nu (User reoistration) #j',:j.Q
~~ ~ ~ 

q Q.JCIIt J
Q1.l!>.@) fl11",:j'Vltb'UFJtI 1I'lltl(Jl€ltl(;l,:jtl 

'Vl 't.h Cl~tI ~,:j n(;l'll €l,:jen -if ,:j1t11 'Vlli bb ~,:j-IJ€l1l" fl11'll €l" ,:j'Vlt b U Cltlen -if,:j 1tl1'Vll! b Uti 
" " " 

"lfJ"'fl~rueJfl~1 (Jl111~lClfl11D,:jI'l'U'Uf1I"!11l\'~~(;lbbmt'U'U
oil " " 

~(;l bb"1t'U'U'W1il 11 tlJ1-1J€l 11 " fl11'll€l " ,:j'Vlt b ijCltl"!J€l,:jm -if,:j 1t11 'Vlli 1(;lCl(Jl1'J1il~€l'Ufl'J 111 
~~ ~ ~ 

(lfl~€l,:jl1bUtlm-if,:j1t11il~,:j bb"t1~-r'Ua'Vlmtlfl111-if,:j1t1m1lfl1~€l,:j"!J€l",:j'Vl tbUCltl€l~l ,:j(lfl~€l,:j
" " " 

b~€l~(;lbb"1t'U'U'W1il11 tl.J1 €ltl~~",:j'VltbU Cltlm-if,:j1t11'Vll!bb~'J 1~bb~,:jN" fl11€ltliJ&l (91111 
~ l\J "'U , 

~lClfl11D,:jI'l'UD~"!I11~~D,:jI'l'UD~"!I1 bb"tcrt-if,:j1t11'Vlli'Vl11'UI'l€lbtl . "" 
Q1.l!:I.l!:I fl11Clm~fla'Vl5fl111-if,:j1t1 ii-lltl(Jl€ltl#j',:),U 

- Wt1J Cl~tI~,:j n(;l"!J€l,:j m -if,:j1t1 bb ~,:j-IJ€l1l" fl11"!J €l Cl fl b~ fla'VlB fl111-if,:j1t1b Uti" 1Cl"'fl~ru 
" " 

eJfl~1 m1l~lClfl11D,:jI'l'UDf1I"!111~~(;lbbmt'U'U
01;: " " 

- ~~ bb"1t'U'U'W1il11 tl.J1-1J€l~"fl11"!J€lClm~fla'VlBfl111-if,:j1t1 1(;lCl(911'J1il ~€l'U1~~ n~€l,:j'h 
bUtl1~-r'Ufl11Clfl b~na'VlB1tI fl111-if,:j1t1(Jl111fl1~€l,:j€l~ l,:j(lfl~m

" 
- b~€l ~(;lbb"1t'U'U'W1il11tl.J1€ltliJ&l1~Clm~na'VlBfl111-if,:j1t1 bb~'J 1~bb:ti',:jN"fl11€ltliJ&l

'U ~.. , 

tJl111~lClfl11D,:jI'l'UDru"!l11~~D,:jI'l'UDf1I"!11bb"tm-if,:j1t1,!tI'Vl11'UI'l€l1tl 
III 'U va::: \J 

Q1.l!:I.Q1 1li€l'4~1(Jl1~crt-if,:j1t1b-IJ11-if1t'Um1t1~11~tlb'Vli31 b-IJ11-if1t'U'U Iiltlfll11ilt1~-r'U€l'4mibb~'J 

Q1.l!:I.~ tl1'Vltl (;lD ru~~€l en-if,:j1t1 bbCl nntl bUtl11 Cl' Iflfl" n ~11 fl€l1li tl1'Vltl(;lDfll~~mn -if,:j1t1
.., 'U ~ ~~ 'U 

~~lsn€ltlntl bb"tn€l11Dru~m -if,:j1t1bUtlfl111t'Ubb"t~tlEJtI~'J(Jltl"!J €l,:jm-if~1t1I'l€l1tl 
.., 'U .. 'U 

Q1.l!:I.<r ,)1n(;lfl111-if,:j1t1D~~~ €l0-if,:j1t1bb'U'Un~ 11 ~,:jij fl111-if,:j1t1~'J1Intililt€l'4~1(911m-if,:j1t1b~ 
n~€l~€lijb'Vl(91N"fl'J111')1 b utl1tlfl111-if,:j1t1wh,!tI bb"tm-if,:j1t1Dru~bb'U'Un~1I~€l~-r'U~ (;l"!l€l'Ufl111-if~1t1~111ntl

.. 'U III , 

Q1.l!>. b ..ij(;lbn'U-IJ€l1l"fl11",:j'VltbUCltl"!J€l,:j1-if~1t1 ,t1'Vl-r'U1-ife11~a,:j'Vl~€l(Jl1'J1il~€l'U1tlmCl'Vl~,:j
" 

Q1.Q1 fl11'U~'Vl11..ij(;lfl11a'Vl5"!J€l,:jcrt-if~1t1 (User management) 1~tlllD&l#j',:j.Q 
Q1.Q1,@) ~(;lbb"1t'U'U~€l~fl1'Ufl1l bbm::,)l n(;la'Vl5'll€l,:j m -if,:j1t1 b~fJ~11111m-IJ1n,:j bb"t1-if,:j1t11t'U'U

\J'U , 'U 

~11"tlb'Vli31(Jl111fl')111b'Vl1l1t~1I"!Jmfmn Iilbb"t'll€l'Ub"!J(91,:j1t1-r'U~ (;l"!l€l'U"!J€l,:jm.a,:j1t1bbl'l "t'U flfl" l(;lCl bOYl1t€l~ 1,:j~ ,:jfl11" . 
tl1'Vltl(;la'VlB fl111.a1t'U'Ub 'Vlfll tll"g~11"tlb'Vli31~t=\'11'lru lilt~€l,:j1~-r'U fl1111 b ~ tI"!I €l'U~1 n~D,:jI'l'UDru"!llm.a,:j1t1

v 'U QI 'U 

butlmCl~n~rueJn~1 1'J1I~,:j~€l,:j'Vl'U'Vl'Jtla'VlB#j'.:)n~1'J €l~l,:j"~l b~1Iel 
Q1.Q1.l!:I muHifl1111,)lbUtI~el,:j1~a'VlB'Wbi31~n'Um.a,:j1t1 ~el~ij fl11'W Iil 11 tl.J1fl11 fll'Ufl1lm.a,:j1t1

" . " 
~ija'VlB'W bi31~'!tIel ~1,:j-r(;ln1l b.wCl,:jYlel bb"t~el,:j1~-r'Ufl'J111 b~tI"!I€l'Ubb"teltliJ&11il 1 n~~ijB1t111il l(;lClij bbtll'Vl1,:j. . " 

" ~1 b titlfl11#j',:jtj 

- fl'J'Ufl1lfl111.a':)1t1el~1,:jb-IJ1I,:j'J(;l 1(;lClr11'Vltl(;lfl111-if,:j1t1LOYl1tmru')lbUtlb'l'h,!tI• 
tl1'Vltl(;l'1f'J,:j1t Clt b 1"1fl111.a~1t1Lb" t1t~'U fl111-if,:j1t1~tI'Vib~m~'tl1tfJtb'J"l#j',:jn~l'J 

- 1~ijfl11btl~Clm~~~1t1el~1,:jbfl~':)fl-r(;l l(;lCl1~btl~ Cltl1~"~1t1'Vlnfl~,:j'Vl~,:j'Vl1l(;lfl'J111')lbUti• 
1tlfl111.a,ntl 'Vl~el1tlmru~ijfl1111')lbUtI~el.:)1-if':)1t1bUtl1tCltb'Ji:11t11t11~tl1'Vltl(;l'J~1el'U1tlfl11btl~Cltl 

http:Q1.l!:I.Q1


bTl.<t: ~Vlbb"'j~tJtJWle:J-:JtJ~~l'j~Vlm'j'j,r?lf.h'U"lJe:J-:Jen<U·nu (User password manaoement) 1~i1fl11~ 
~~ ~ ~ 

~'Ufl-:J'IJ"e:JVl.nV~-:Jd 
'" ............ ' ~'" '''':'1 ....bTl.<t:.<9l 1'le:J-:JbntJ'jm~1'j~?lN1'U"lJmN b'l1-:J1'U bVi bu'Ufll1~"tJ 

'IJ 

bTl.<t:.1v 'j'IJbbtJtJm':in1~'UVl'j,r?l~1'U Wlmi1~lnn";h~~m'VhntJ b ~'Jam~'j LVlvi1f11'jN?I~n'U'j~~11-:J
'IJ 

~'Jam~'jvibtl'U~'J'W~-w'IJn~ ~'Jb""lJ bb"~"'f.1!~n'l;rub-ih~'Jvn'U 
bTl.<t:.bTl n1V1'U Vl'j,r?l~l'Ub~~ Wl'U1~ntJen<U-:J1'U1~V1nl9le:Jm'jbVl1 bb"~ n1~'UVl~mrru:gm<U~~e:J':i,r?l

'IJ 	 ~ 'IJ 

en<U-:J1'UWlmlli~ln'UB n~'JV 
'IJ 

bTl.<t:.<t: b~e:Jm<U.:j1'U"lJe:J-:J~'tbm1'Ume:Je:Jn ~~m 'IJ~V'Ubb'IJ"-:Jwt:hvifl'J1~-rtJCj Vl'l1e:JtJ1'U'j:::tJtJvi'l1e:J~'Vl~
'IJ 

f11'j1<U-:J1'U 1~~'ll'Jmb~.:j~Vlbb"'j~tJtJVI'Uvh~m'IJ~v'U~'Vl~ ~~e:Jt1e:J Vlt1e:J'U~'Vl~ 
'IJ'IJ 

bTl.<t:.<r m':i b 'IJ~V'U':ii?l~l'U Wle:J-:JI'l'j'J~?le:JtJtJfll:g~e:Jen<U.:j1'U bLa::: 'ji?l~l'U\1~~tJ'U1~t1n~e:J-:J rle:J'UviQt 	 ~ , ~ 

~:1e:J'4f.1!11'l1~b'IJ~v'U'ji?l1Vlli 

bTl.<t:.b Wle:J-:Jn1~'UVl~'UI'le:J'U'IJ~,m~1~-rtJf11'j~.:j~~m'IJ~v'U':ii?l~1'Uvii1fl'J1~~'Ufl.:J'IJ"e:JVl.nVb-WV-:J'We:J 
bTl.<r f11'j'VltJ'Vll'U~'Vl~f11Wrr1ii-:J"lJe:J-:J0<U.:j1'U (Review of user access rights) 1~'IJ~,m~-:Jd 

bTl.<r. <9l ~Vl bba'j:1tJtJ btl'U~-rtJNVl'l1e:JtJ1'Uf11'j'VltJ'Vll'U~'Vl~f11'j ii-:J"lJ e:J-:Jm<U-:J1'U 
\J \I cu 	 \J 

bTl.<r.1v 'J.:j'je:JtJm'j'VltJ'Vl'J'U~'Vl~mwihii-:J"lJe:J-:Jen<U-:J1'U1~'VltJ'Vl'J'U'Vln tj b b~e:J'U VI~e:J b~e:Jf11'jbnVl
'IJ 	 , I 

f11'j b'IJ~V'Ubb'IJ".:j~'Vl~"lJe:J.:jm<U l~bbrl f11'jme:mn f11'j~lVWI.hV btl'UWl'U Bn~.:jf11'j'VltJ'Vl'J'U~'Vl~~e:J\I'W~1'jru1
'IJ 

ii-:J'Wq~m'j~f11'jvl1-:J1'U"lJe:J -:J0<U\l1'U 'j'J~~\I~lijf11'j b'IJ~V'U bb'lJa -:J"lJe:J\I'j ~tJtJ\l1'U1~li~~Wle:J-:Jij f11'j'VltJ'Vl'J'U~'Vl~ 
f11'j1<U.:j1'U'Vlnfl.f\lBn~lV• 

bTl.<r.bTl m':i'VltJ'Vl'J 'U~'Vl~~Vlbbm ~tJtJ~~~e:J -:J bb ~-:J'j1V-:J1'Uf11'j'VltJ'Vl 'J'U~'Vl~b tl'U" 1V~n'l;ruan'l;'j 1 ~ 
'IJ'IJ 

~tJ\I~tJtJf1I'l11'l1e:J.:JVI'Lh ve:J'UiTm~v11 b'W'Uf11'jI9le:J1'IJ
'IJ o~ • 

(£. n1'afhvl\..!~VlU1viR11~i'tJNVl'l1e:JtJ"IJ€I-3~.y-31'U (User responsibilities) 

m'jn1V1'UVl~U1vifl'J1~-rtJCjVl'l1e:JtJ"lJe:J-:Jen~.:j1'U (User responsibilities) ij11'lt1'IJ'j~?I-:Jfib~€I1~en~nu
'IJ 	 • 'IJ 

ij fl11~b -ih hii\I VI U1 vi bb" ~fll1~-rtJCj Vl'l1 e:JtJ I'lae:J Vl~'Um 'jij G'i 'J'U~'J~1'U m'ju e:J-:J n'U f11'j bihii\l'j:1tJtJ?l1'j?l'U b'Vlf'll 

LVlvllil~-rtJe:J'Uru11'l f11':ibtlWlbNVf11'j,b\li' ~~e:Jf11'j~nae:JtJvl1~lb'U1<Ue:J~a?ll'j?l'Ub'Vlf'll bba:::f11'j~n"lJbJvmJmru
, tI \I \J 	 , 

'lh~maNa ?l1'j?l'Ub'Vlf'll LVl ven~-:J1'Ui1~U1vifl11~-rtJCj Vl'l1 e:JtJ ~\ld 
'IJ 

<t:.<9l 	 n1'j1~-:J1'U'ji?l~1'U i1<Ue:J'IJ~,m~-:Jd 
<t:.<9l.<9l m<u.:J1'UWle:J\l1~\l1'U'j«?I~l'U"lJe:J-:JI'l'Ube:J\I ~~e:Jl'll~vil~<jtJe:J'Uir~ b vh,J'U bba:::Wle:J-:Jbt1tJ-rn'l;l

'IJ 	 • 

'j«?I~l'U1~btl'Ufl11~~tJ bba~~e:J-:Jtl~tJ1i1~btl'U1tlI'l1~1fif11'jtJ~~1'j~Vln1'j':i«?lf.h'Ue:J~1.:jbfl~.:jfl-rVl 

<t:.<9l.1v ~l~m~.:j1'Un1V1'UVl'j«?I~1'UG'il'UtJflfl" ~ln~e:JVI~ e:J'U1~?ln""lJe:J\lm~\l1'U VI~e:JtJflfla1'1.1 
\J 	 oIIj , \J 't 

fl'je:JtJfl-r'J ~~e:JtJflfl"viijfl'J1~"'~~'U€lna:aVlntJl'l'U VI~e:J~lnfi1~'WVivi1m'U'W~'U1'Um~ VI~e:J~'Jba"lJvi~lVI9le:J, , 
n1':ifl1VlbVl1 b-d'U PASSWORD, 123456 lli~VlVl~e:JtJ'UVim,r?l~l'Ull1'U?lm'Uvivi~lvl9le:Jm'j"'-:JbnlJlb~'U"lJe:J.:j 
tJflfla5'U l~'1'li1tl'jbbn'j~fle:J~'W'J bl'le:J~-d'JV1'Uf11'j"il1'j,r?l~1'UG1'J'UtJflfl"aI'lL'Uir~ (Save Password) bba~, 	 . 
~e:J\lb'IJ~v'U'ji?l~l'U (Password) 'Vln tj bo 1'1.1 VI~e:J'Vlnfl.f.:jvil~-r'Jf11'jbb~-:Jb~e:J'U1~b'IJ~V'U'ji?l~1'U1V1li~ln, I , 

http:t:.<9l.1v
http:f11'j~lVWI.hV
http:bTl.<r.1v
http:bTl.<t:.1v


<i.C9l.Q'1 meU.:JI'Wl11eJ\1~tl~Iil"1lau~afl11m~vhllil "'I ~l,nlilfiJlntlru~"lJa'lmeU'lI'W (Username) 11111 
" I QI" 

f111m::;vh,r'W fiJ~ I,nlil fiJ lf1meU'lI'W'VI~a1ll~~llJ mru~iifOllllJlii'lbU'Wl11a'lUami16'1c.lI'Wbl,ri~~'W 'VI"''lfiJln 
~ ~ 

vhi1'Wfl111,~CJ'u~aCl1~v11fl11 b'll~ Cl'W1i16'1c.ll'W1'VIlJblil ClVl'W Vl 

<i.C9l.<i L~a1Jl~'U1i16'1c.ll'WilfOl111"1'V1-r'Ufl11leUI,-if l'lI'WfOl~'lLL1n m eU'l1'W 111a'l L 'll~Cl'W1i16'1l'VIllVl'WVl 

~~an~'Wb-iflleU'lI'WfOl~'ll,b1n 
~ 

<i.C9l.<t m eU'lI'Wl11a'lv11 fl11~6'1fiJti~1~'W."n fOl~'l ria'U~fiJ::;1eU.,,-rYl ~~'W'VI~a1~'U'U 6'1116'1'Wb"'9'1"IJa'l 
~ ~, 

na'lVlYlL~a m'l::;'VIln fl11~~fiJti~l~'U,r'W iiiJ qJ'VI11ll11fiJ::; bnlilfiJ lmi16'1c.ll'W fl1111il'W~ afOl~~ 'VI~mnlil"illnfOllllJ 

tJlilYlmlilllil "'I ~~ meU.:JI'Wl11a.:Jbb~'l1~~IilLL!;l1~U'U"'11'UVI'WVl ~'ldfl11~6'1fiJti~1~'Wii~'ld 
I" ~~ " 

- fOlalJ~ll,~afLiJ~UfOl (Notebook) l11a'lv11fl11~6'1fiJti~1~'W1'W1~~'U1'Uaa6'1 (BIOS). ~ 

- fOlalJ~lb~ai'Vlmh::;lJ1'Vlria'W1l11beUl~'l1::;'UU'tJn~nI1I11mv11fl11~6'1fiJti~1(J1'W"'llfOl~'l
" d.J 'U" 

- fl11leU.:JI'W1::;UUfOl alJ~l b~ ai~'U1'UbfOl~a~1 tJ"il ~111a'lv11fl11~6'1fiJti~1~'W'VlnfOl~.:J 
~ . 

fl11leU'lI'W~'W l,'Vlail,,j(J1 (internet) 111a'lv11fl11~6'1"ilti~1~'Wbb!;l::;l11el'liifl11t1'W'Vin-ifalJ!;l 
~ ~ 

~'l6'11m1tlu.:J'Uall~1(J1'WufOlfOl!;lmeU'lI'W1Jl, ~ 

<i.ID fl11,ja.:Jn'Wa'llmru1'W"IJru~~1lliimeU'lI'W~a'llmru, ~, 

m eU.:J 1'W l11a'l-r'UtJlil"1la'Ulill,b!;l a'll mru 'VI~a'Vl-rYl~~'Wb6'1iia'Wb'tJ 'W'Vl~Yl6~'W"lJa'l~'W ba\l bb!;l~l11a'l,jmn'U
~ ~ , 

1lJl~~mllii~'Vl5L-iflleU\ll'W~'W'Vl-rYl6~atJl'UmllJ~'UtJlil"1laU L~a,ja.:Jn'Ufl116'1ru'VIl tJ 'VI~m-iflleU.:Jl'U11iltJ1lJ1Jl 
'V 'U 'V QJ 

" -r'Um~qJl(J1 ~.:J-U 

<i.hC9l nl'V1'UIil~'W.yf1eU.:Jl'W1~'UU6'1116'1'U b'Vl9'11'W'U1b1ru~b'VIlJl~6'1lJ 
<i.hID bl1aLlJiimeU.:JI'W l11a\lfl1'.itJlil~afOl 'll1::;~ bl,!;l~'VI'I!I~I\1 1,1,!;l~lijlilb~'Ua'llmru1'W6'1m'W~'ll!;lalil.nCl

~ ~ , 
b~eJfl11,j eJ\ln'Wfl111"il'.im1lJ'VI~eJ'"ll!;leJ'U"lJ1lJCl-ifeJlJ!;l 

~ 

<i.ID.Q'1 b~mneU\ll'W b6'1~"il~'Wfl1'.i1eU.:JI'WfiJ~l11eJ'leJeJll"illm~UU6'1116'1'Wb'Vl9'1 'VI~eJmeU\lI'W1lleJ~~ bfOl~eJ'l 
~ ~ ~ 

~ ~ 4 _ G d tI 0 ~ iV :J II" Q ..::.. ~v I 

fOleJlJYll bl'1 eJ1 bfOl1 eJ\lfOleJlJYllb(J1eJ1'Vl1l I,fOl1eJ'll'1 eJ\I'Vl1fl11!;l eJfOl'VI'W l"ileJ'Vl11 fOl'.i.:J Lb!;l::;l'1 eJ\I'Vl1 fl11Yl6'1"il'U\J1l !)l'Wna'Wfl1'.i, . 
1i\lI'W."nfOl~\I 

~ 

, 
<i.h<i LfOl~eJ\lfOlalJ~l b!)leJi'VlmfOl~eJ'll11eJ'lv11fl11~\I bl!;lI~Il'VI'l!I"ila 1IiltJ~\I nm1'Ufl11~n'VI'l!I"ileJ, 

L~a1lliimeU\lI'W <t 'W1Vl LL!;l~iifl1'.ileU'.ii16'1c.ll'W1'Wfl11b-ifl~\l1'V1llBllfOl~\I 
~ 

<i.ID.<t ,j eJ.:Jn'W1mlll~~~'WLLeJuleU mi'eJ\I~~(J1a!;l bfOl~eJ\I"1 b'WI beJn6'111 bfOl~€l.:J6'1bbll'Wb€lfl6'111 
1'W fl1'.i'"n!;leJ'Uv11"1 b'WI beJ 1l6'111~ 1.:J 

~ 

~ 11il tJ1ll1Jl-r'UeJ'4qJl(J1 1111~\1111 €l.:J-W lbeJ 1l6'111eJ eJll"illmfOl~€l.:J~l1liiVl'WVl
cJ_.. ~ 

'VlYll1Yl\lI'Wb6'11"il 

<i.Q'1 fl11fillUfOll1~'U'Vl~Yl66'1116'1'WL'Vl9'1 LL!;l~fl11leU\ll'W'.i~U'U fOl €llJ~l b~eJ{, 
'VI 1.11 tJ~ii1~'U'U 6'11'.i6'1'Wb'Vl9'1l'W FllllJ~'UtJlil"1leJ'U 111eJ\lii fl11fillU fjlJ1111 ~iiIlT~vr\l'VI~eJ'll~aCl'Vl~Yl~~'U 

6'1116'1'Wb'Vl9'1~"lflqJ 1~eJ~1'W6'1m'W~mll'll!;leJlil.ntJ 1IiltJiibb'Wl'll~~~\ld 
~.{;l1.C9l fl11~fl'I~nFll111'll!;leJlil.ntJ'VlI\1fl1tJmYl (Physical security management) l~'ll~~~\ld 

- rll'V1'W1il1::;~'Uml11"lflru"lJm~'W~ 'VI~eJfl111ii'Ibb'U1l~'W.yf1eU\lI'W bb!;l~iifl11~6'1"ilti~1(J1'W
~ ~ 

JlltJ15fl11Lb6'1Iil\ltl(J1'.ic.lI'W fl111-iftl(J1'.ibbtl'U Lbll b'VI~ 11 fl111eU'.ii16'1c.ll'W I, ~ eJfillUFllJfl1'.i I,-ifl-eJ eJll1'U~'U~, 
- ~'W~~ih~'UUb'VlfOl1'W1!;lv6'11'.i6'1'WL'Vl9'1eJ~mtJl'U 1IilmtJYll~9'1'W6-if€llJ!;lfl!;ll\1 (Data Center) 

~ ~ ~ 

1~~Iil~\I"'rurulrub~eJ'W.ntJ b~eJ bb ~\I b~eJ'Wb~€liifl11'U m mnlil~'W 
tV v " " 



a:.Q'I.~ 	 n1~~~l'IJ~b1ru6'i1'V1-r'Un1~b-ih5'l'VI~eJn1~~'llJeJ'U~'lBtJmru1~tJ'UY1Y16'lfl1tJ'JBn 1,xtJf),.m~'ld" ~ 
- ~1tl~ n1~b0015'l~'W~ 'VI~eJ'U~n ru~iJn1~~'llJeJ'U'VI~eJ'lJ'Wci1tJ~'leJtJmruL~mjB'ltl'W, 

n1~L0015'lL~tJhil~-r'UB~'ll1~ 
OQ.J ~ V4,J'cJd c:. I ~ 
':il1n~1'I.JY1a1n~IlI1'lii'l1lJ1~tlb'lJ1m'\l'j'W'Yl'VI~eJ'U~b1ruii'l'llJB'U'W'W 

~~1 ':ilU'U bLa:::a'l'Yl:::bUtJ'W'VI~eJ~'WUf1I~Y1lJ~'leJtJm ru~~'llJB'UL~tJvJtl n~1'lvJ'lJ1tJ'VI~B
Q~.. " 	 I\J " " 

rrt,x'U~n1~ fl1 tJ'W eJ n 

a:.Q'I.Q'I n1~~~11'lLLm~n1~,JeJ'ltl'W~tJmru (Equipment Siting and Protection) 1,xtJll,.m~'ld 
- ~m1':)eJtJ n~ru1'W~'W~'VI~eJ'U~ b1 ru~ b'VIlJ 1::: ii'llJ L~a'VI~m~ tJ':)n1~L0015'l~'W~1'W,xa'l, 

fIl'W600eJlJan6'l1':) (Data Center) 1,xueJtJ~ii'I~ 
~ ~ , 

- ~tJ mru~iJY111lJ6'i119'll1,xLwmn'U11an~'W~'VI~'l~iJY111lJlT'WY1'ltJaeJ~J1tJ 
- \9l1bij'Wn1~~~1':ilii'leJm:::~'UeJru'VI.nij m1lJ~'W 1,xeJtJ'1'W~:::~'UtJn&1 Lba:::~bbaii'lfl1'\1'jLn~6ieJlJ 

" ~ I\J 	 " 

'U~b1ru'VI~ eJ~'W~~iJ~~'U'Ub'YlY1L'WLa~ ii'l1~ii'I'Wb'Ylflla~ fl1tJ 1 'W b~eJ,J a'ltl'Wm1lJ b~ tJ'VI1 tJl'I eJPltJmru~a~1'W'U~n ru 
~ 	 ~ ~ 

a:.Q'I.a: 	 ~:::'U'Ubba:;~tJmruii'lu'Uii'I~'Wn1~Vi1'l1'W (Supporting Utilities) 1,xtJll,.m~.:)d 
- ~~1,xiJ~~'U'Uii'lu'Uii'I'W'Wn1~Vi1'l1'W'lJeJ':)~~'U'UL'YlY1L'WLa~ ii'l1':iii'l'WL'Ylfll'lJeJ'l'VI'tl1tJ~ LYltJ.:)'\I'jeJl'leJ, 

Y111lJ~a'ln1~1-if'l1'W L~tJ1,xiJ~:::'U'U~'ld ~:::'U'U~1~a'lm:::LLii'l1vJYh (UPS) bY1~B'ln1bij~m:;bbii'lhJYh~1~a'l 
(Generator) ";i:::'U'U~:::'U1tJeJ1n1f1l ~:::'U'UtJ-r'UeJ1n1f1l bba:::m'UY1lJY111lJ~'W bba:::~:::'U'U'lla.:)tl'WerY1Fii1tJ, 

~':i1':ilii'la'U 'VI~eJ'Yl~ii'lB'U~~'U'Uii'lU'UG't'W'WLmh,r'Wm.h':)ii'I~1bii'llJa b~a1,xlT'W1':il1~11";i~'U'U, 
Vi1'l1'W~1lJtJ n&1 bba~a~m1lJb~tJ'l':il1nn1~6ilJb'VIa11'Wn1':iVi1'l1'W'lJeJ':)~:::'U'U 

a:.Q'I.ct n1~Y11'Ul'JlJn1':ib~'Wii'l1tJ1'VJii'l1tJ~aii'l1~bba:::G't1mY1Lda5'W 1 (Cabling Security) 1,xtJll,.m~.:)d 
bY1~Boij1tJ~~B':)11'le.J1'WL.011tJ1'W'U~L 1 ru~iJ'UY1 Y1a.n 1tJ'W eJ nL.015.:)1~ 1,xiJ n1~-ram1B, 

ii'l1tJ~'ll'll1ru~1'l 1 b ~B,JeJ'ltl'Wn1~\9Ifl~'U~'ll'll1ru n1~~~ii'l1tJ~'ll'll1ru bba~,JeJ'ltl'W~~11'i1'l 1tl~G't1tJ 
- n1':i L~'Wii'l1tJ~'ll'll1ru~eJii'l1~ bLa~G't1tJ1'VJVhLbtJ neJeJ flIil1 nn'Wb~a,JeJ':)tl'W n1~~'Um'W'lJB':) 

Q.I 	 q cv Q.I 

G't 'll'll1rulll1'l n'WLLa~fl'W 

- ~~Vi1bLeJ'W~'lG't1tJ~'ll'll1ru~aii'l1':i1'i1~ 11,xY1~'U51'WLba:::~n~eJ'l 
a:.Q'I.b fl1'~m'Ul'JlJn1~'l11i1'W'Yl-r'\l'j6aBn'Wafl'VI'tl1tJ'l1'W (Removal of Property) 1,xtJll,.m~'ld 

- n1'V1'W~lJ1~~n1";i-rn'l"J1Y111lJtJaa~i1tJ b~mjB'ltl'WY111lJb~tJ'l':il1nn1~'l11i1'W'Yl-r'\l'j6'lJm 
'VI\,btJeJanhfloO~1'W'Wan 

- u'WVi noOBlJan1~'l11~ .:)atJmru'VI~eJ'Yl-r'\l'j6i1'WeJeJn'Wan'VI\bCJ11LiJ'W'VI~n~1'W b~eJ'\ja~tl'W
~ , dO 

'lI 
G.Jcv4V 

• I 
Q,A.c:!4Q 014.:=1 V 

• 
4 V QJ 

fl1~ii'lru'VI1m1lJ'Yl':)'U'W'Yln'lJfJlJab'\I'jlJ b~lJ blJ eJlJ n1~'W1ii'1'lY1'WL tJ'U~fJ tJ L'\I'j B n1 ':i ~1~ii'lB'U tJ eJ'W'VIa'l~ ~ 
~ ., ~ 

a:.Q'I.g» n1':iVi1mtJoOa~a~119'll ;'l'VIlJ~Y111lJ~1bu'W1'Wn1~1-if':)1'W bLm~iJ~Y1'lA1~1'W~eJu'WVin 
1,xVi1fl1':i Delete 'VI~B Format oOeJ~aaBn':il1n~au'WVin,r'W 

a:.Q'I.~ 	 n1':iVi1a1tJ~au'WVinoOalJa 1,xtJf),.m~1lJlJ1~':in1':iVi1a1tJ~Bu'WVin-ifalJa mlJoOa (§).Q'I.ct
~ 	 ~ ~ 

a:.a: 1,x'l.11iGn1':ib001':i-Hii'llJ11-iftl'UoOB~a,r'WY111lJ~U 1~tJtJllu&1~1lJ':i:::bUtJ'U-h~1tJfl1':i-rn'l"J1m1lJ~'U 
'Yl1'l':i1'lJn1':i'\l'j. fIl.~cta:a: 
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111 

'VI'U1 1!lo 

11:. 	 n1~f'l1'Ut'J1In1~L'ti15-11Lf'I~ID·thli (Network access control) 

m1fl1'Ufll.JnTH-D15~bfl~€I·lhCJ (Network access control) il1Iiltl'l.h:;(;'I~riLYi€lil€l~tl'Umlb-D15~m1, 	 , 
U~f)11'VI1~ Lfl~€J"(hCJ1VltJiJJ'1I'\'-rU€I'4qJllil 1VlCJil LL'Ultl~~~~.Q 

<t.(9) r11'VI'UVllJIIil1f)11'V11~Lfl~€I"lllCJ~ €I (;'Il1-DmJ!.1 bYi€lil €I~tl'U-D €IlJ!.11 'Ubfl~€I"lllCJ1:;UU~1'U 'VI~€IU~f)11~ 1~ 6'}I~ ~ 

~lflf)1'S~m-U15~1VltJ'W11'\'~'U€I'4qJllil 'VI~€I~fl';hmCJ 1VlCJ1,xtl~u'11~~.Q 
<t.(9).(9) m oU~1'U~:;(;'IllJl1m-D15~l,fl~€I"lllCJ11'\'Lbl9l d~CJ~u~fl1'S~11'\'~'U€I'U fl1llill,xL-D15~1,vh'!'U ~~.Q~ 	 ,0!j 

1,x~"iJl'SrullilllJmllJ~11,tJ'UlilllJfll'S:;~l'U 

<t.(9).1!l r11'V1'UVllJllil'Sfll'S,J €I~ tl'U'S:;UU L'VI fl1 'U1!.1 ~ (;'I 1 'S(;'I'U I, 'VI i"I ~il fl'l'S b ~€IlJ1CJ~ tlU Lfl~€I"llICJ 

. 
€I~1-!l(;'ll11b(;'llJ€I 

<t.(9).« nl'V1'UVllJilil'Sf)1'SLYim~I'S:;1-!l(;'lfl1'WmllJ'W~€IlJloU"lJ€I-!l'S:;UU L'VIfl1'U1!.1V(;'II'S(;'I'UL'VIi"I~l-!l 1 
bYi€ll,x(;'lllJl'Stll i~I'U11'\'€1 ~1~\Pim~€I\l 

<t.(9).<t loU~liVlLbT~'VI~€I61J€I~19i'LL1~~1'V1~Ufll1U~'VI1'SIij'Vlfl11 bfl~€I"lllCJ LYi€l'S:;u , L~ llil'Sl"iJ LL!.1:; 

~VllilllJ(;'Im'U~€Itlmru1'U'S~UU(;'II'S(;'I'Ub'VIi"I"lJ€I-!lfl €I-!l~'W 1,~€1, 
<t.1!l fl11~'UV'UPll' Iflfl!.1~~umi\ll~€I~mCJ'U€lfl€l-!lrim (User authentication for externaL connections)'i ~ ~ 

~€I\lnl'V1'UVltViilfl11~'UiJ'UPllUflfl!.1 ri€l'U~~~€I'UrullillViI,-Dl1i~I'ULfl~€I"llltJ 1VlCJilLL'Ul'V11\l~-!l.Q, , ... 

<t.1!l.(9) Iij'Vll<11tJqJ~0i -!ll'U~€I'4 qJl IillVi(;'IllJl'Sm-D11 i-!ll'U bfl~€I"ll1 FJ bb!.1 ~'S~uu (;'I1'S(;'I'U I, 'VIi"I"lJ€I-!l 

m i\ll'U~€I~fl1CJ'U €Ifl'Vlt.b tJ 
~ ~ 

<t.1!l.1!l fl11L-D11i-!lI'Ul,fl~€I"ll1 tJ bL!.1~1~UU(;'Il1(;'1'Ub'VIi"I"lJeN'VI'l..btJ'1J€I~mi~I'U~€I~fl1tJ'U€lfl ~mil 
~ ~ 

fl11 Looin 1,1,!.1~~€I\lilfl11~(;'I~'t1~'UV'UPlllil'U (Authentication) I,Yi€l1il11"iJ(;'I€lUmllJt1fl~€I-!l Lb!.1:;~€I-!lilfl11::> ~ 	 ~ 

tJ'UVifl-D€llJ!.1 ~-!l(;'l1lJ11t1U\lU€lflPl11il'U' Iflfl!.1moU\ll'U11'\' 
~ 	 'i ~ 

<t.1!l.bfl ~VlbL!.11~UU"iJ~~€I-!lIij'Vl fll1~(;'I~'t1Pll 1il'U'1J€I~mi~I'U~mi fl1 CJ'U€I fl L~€I"iJ~ Lilli~I'U'S~UU 
\J \J 	 \J 'U '\.I 

~€I\l~1'UflI1~~"iJ't1Plllil'U"iJlm~UU'1J€I\lfl€l-!l~'WL~€1 1VltJilbL'Ul'V11-!ltl~u'11~\l.Q 
- fl'l1LL(;'IVl\lPlllil'U (Identification) fi€l~'UIil€l'U~m.iLb(;'lVl\l~llil'Ul'\'l tJ~€l'1J€I\lmi 

~ 	 ~ 

(Username) 

fl11~(;'I~'t1~'UV'U~11il'U (Authentication) fi €l ~'UIil€l'U~1il11~(;'I€lU'VI~mn'UbYimb(;'lVl-!l"h 
~ 	 ~ 

btJ'Umi~l~~~ I'\'lCJ1ITm11il~(;'I~1'U (Password) 'VI~€1 m11i(;'llJT~'VImiVl 'VI~€1 fl111i USB token ~il 
~ 

-	 f)11b-DI~'S~UU(;'II'S"''Ub'VIi''l'1J€I-!lfl€l\l~'Wb~€l''iJlfl~'Ub'VI€lidJIil ~~ilf)1'SIil'Sl~"'€Iumi\lI'Ul'\'ltJ
~ 	 ~ 

f)1'Sb-DI~'S~UU"iJlm~m~lfl!.1 (Remote access) ~~~€l\lilfl1'SIil'Sl"iJ(;'I€lUbYi€l~(;'I"iJ't1~llil'U
~ 	 ~ 

'1Jmm-tl\lI'Ul'\'l tJ1~"'~1'U 'VI~€l iITfl11b-Dl'S~'" LYim~lJfl1111tl!.1€lVl.nCJ 
~ 

-	 fll'Sb -Dl~'S:;UU(;'II'S"''U b'VIi"I'1J€I~'VI'll'JCJ'!'U ~~~€l\liliITfl'l11 'Ufl'l'S1il'S1 ~"'IDU bYi€l~"'''iJ't1 
~ 	 ~ 
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ct.bJl n1';j~~~':)bb~::nI'H~tl~t9l tl~tJmrubfl~ tl"ll IV IiJ::Mtl.:)v11Lihml'j1~v b~I'V1ih~'U~'VI1'j bfl~tl"lllmb~:: 
G1 ty tyl ru n tl.:)1 'VI'j fl~'U lfl~ ~ I'UntJ~ u~ nJ'j m~ nJ'j ~ tl6'11'j bb~:: b'VI fl1 'U1~g6'11 'j6'1'Ub'VIPl'VI'VI1 'jb~ tl 
(n'VIfl.6'1tJn.6'1i:'!'VI.'VI'j.) bbm:Mtl.:) ~~vh bU'UUty:fil1~1'V1'¥'U m'j'j::~~tJm ru'U'U bfl~tl"llIV 1~v uty:fi~.:)ncildMeJ':) 

tJ'j::neJ'U~dV 1'Ub~eJ'Uti ~~~~·~IbI.~::b~eJ~t9leJeJtJmru -neJ~~'VI::djv'U'VImm~'lJ IP 'jlV~~bBV~'lJeJ':)eJtJmru~
, 'U 	 , 

~~~.:) 'jd~(1~i:'!m'U~~~~~byjeJ1~i:'!lm'j m~'UtltJmru'U'Ubfl~eJ'lhv1~, , 
ct.~ m'j,jeJ.:)n'U'Ym{(;lmoO~I'V1,¥'U(;l'jdliJi:'!eJ'Ubb~:.;tJ'¥'Ubbt9l~'j~'U'U (remote diagnostic and configuration 

port protection) 'j::'U'Ubfl~eJ"lIlmb~~~tJmru~b~m-neJ.:)n'Ubfl~tl"llIV Mtl~ijm'j,jeJ~n'Um'jb-nl(1':)~d~tJmru 
'VIl~mv.rnl'-l 1~v Mtl~~~~.:)mj,mv1'U~eJ':)~6'11m'jt:l~ln~m'j b-nl(1.:)1~ bbE;1 ~Mtl~ nl'V1'U~'Uflfl~~-r'Ue:i~'lJeJ'U 

'U 	 , 

'I'-I~eJ~nl'V1'U~~'VItm'j b -nl (1.:) tltJ n 'j ru~.:)ncild tl cil':)-U~ bliJ'U1 'UnJ'j nl'V1'U~ bbm'1J'VI~eJ btJ~V'U bbtJ~~fil~d bb tJ 'j, . ~ 

(Parameter) bb~~fJm'j'VI'U'VId'U~'VIGm'jb-nI(1~bb~~m'jnl'V1'U~fil~dbbtJ'j (Parameter) t9l1':) 1 tlcil~,jeJVtI~~fl-r.:) 
'UtlnliJlndm'jnl'V1'U~bbm'1J'VI~mtJ~V'UbbtJ~.:)fil~d bb tJ'j (Parameter) MeJ':)bb~'l~flfl~~b~Vd-ntl'l1~-r'U'VI'jI'U 

~ 

'VInfl-r~, 
ct.ct 	 m'jbbti':)bbvmfl~eJ"lhv bb~~m'jfld'U~~m'jb~tl~t9leJ'VI1'lbfl~tl"llIV 1v1tJ~~~.:)d 

ct.ct. (9) 'VI'lh v~ij'j~'U'U 61 1'j 6'1'Ub'VIPl1'Ufld 1~'¥'U e:i ~'ll eJ'U IiJ ~MeJ':)v11 m'j bbV mfl~eJ"llIV(;lI~nci~~dv, 
eJtJmru1'YHdeJ~~'VI~eJeJtJmclbfl~tl"llIV~'U '1 ~~d, 	 , 

- m;~ 'U~ n l'ji:'! 1'j 6'1'U b'VI Pl b u'U'jt:'U 'U6'11'ji:'!'Ub 'VI Pl ~b-nl (1.:) bb~:';100':)1'U1~ VmoO':)I'U
, 	 'U 

- nci~'jt:'U'U6'11'ji:'!'Ub'VIPl bu'U'jt:'U'U6'11'j6'1'Ub'VIPl~'U:nI'U 1~bbn 'j~'U'Um'U-neJ~~ 'jt:'U'U Directory
'1 	 "" cUI \I 

Service ~.:)(lflH~I'U1~m~'U'U6'11'j6'1'Ub'VIPl1'Unci~'U~m'j6'11'ji:'!'Ub'VIPl bbt9lMeFll~(lm'ii1(1.:)1~V(;l'j .:)liJlnm00':)1'U
It) 	 II '\I '\.I 

- nci~m00':)1'U bU'Ubfl~eJ"lI1VfleJ~~db(;ltl{'lJtl.:)m00':)1'U
, 'U 	 'U 

ct.ct.1D bb'Ud'Vl1.:)m'jm'Ufl~m'jb~tl~t9lmfl~tl"llIV~bbti':)bbVn'lJiJ~l'n~-ntl ct.ct.(9) ~dveJtJmru1'V'l'heJ~~, , 
'VI~tl~tJmrubfl~tl"llIV~'U 1 fJ~.;Jd 

- ~~lbbmfl~eJ"lllv ijVl'l11m'Um'j'U~'VI1'j~~m'jm'j~~~.;J bb~~nl'V1'U~fil'1Jtl~l'V'lidtl~~~.;J'VI~~
'U'U 

- m'jnl'V1'U~filb~~M'U.yf'U:nl'U'lJtl':)'VImfl~tl"llIVIiJt:MeJ'lbu'Um'jtJf)b6'1D~.;J'VI~~..., 	 :..J 

- b~ 'U'VI1.;J b~ tl~t9l tl8'Ub'VI tl'hiJ (;l bb~ t:'U~ nJ'j8'U b 'VItli b i1 (;l~1~1~-r'Utl'U rul(;lIiJt:MeJ.;J(l n 
, .. 'U 

'U~tln (Block) 1~vl'V'l{dtl~~ 

- m 00.;Jl'U8'Ub'VIeJibi1(;lIiJt:MeJ.;Jijfl1'j Looin account neJ'UfI1'j 1 oO':)I'U'VInfl~'l
'U 	 :> , 

- fJfI1'jbtJ~v'UbbtJ~.;J~'l'VI~~1'U1'YHdtl~~ IiJ~Mtl.;Jijfl1'ju'UVinfl1'jbtJ~v'UbbtJ~.;J'VInfl~.;J, 
- nJ 'j b -ih (1~~d~tJmru1'Wid eJ~~IiJt:~eJ.;J 6'11~1'j(l b -nl (1'l1~b\J'I'-Ilt:~~l~'¥'U~ eJ'U'VI~1V 

1~~bb~~~fI1'jb'Vh'!'U
'U 

- -n eJ~~IiJ'jT'i1 ".i'VI1.;J fleJ~~d b(;ltli~ b -nltltl n eJtJ mru1'W{dtl~6'l "il~~eJ~t'i.;Jfil1tJ~~bn'U
'U 	 , 

~,;)tJmcl~~bn'U-ntl~~IiJ'jl"il'j'VI1.;Jfltl~~db(;leJi 1~VIiJt:~tl~~~bn'U-ntl~E;1IiJ'jT'il'jl~,jtlvn':h ~o 1'U 
~ 'U 	 'U 

- m'jnl'VI'U~'jt:Lijv'U1'Um'j1~'U~m'j8'Ub'VItlibi1(;ln'Ubfl~mfleJ~~db(;leJi~n"lllv "il~bu~'I'-IeJi(;l
'U 

fI1'j b ~tl~t9ltl~'U:nl'U'lJtl.;J1tJ'jbbn".i~~d1tJb\J'I'-Ilt:~1~eJ'Urul(;l1moO.;Jl'U sg':)'VIlnijfldl~~1 bu'U~IiJt:1oO.;Jl'U'I'-Itli(;l... , '" 

fI1'jb~eJ~t9l tl'Utl m 'VI'ntl~nl'V1'U~ "il~~eJ.;J1~-r'Uml~~'Uvtl~liJlnn tl':)V1'1'-1b~tl ntl'U 

- nJ'jn1'V1'U ~filf11'j1~'U~ fI1 'j'1Jtl~ bfl~tl':)fleJ~~d b(;ltlibb~"llIV1'Ubbt9l~~t'id'U'lJeJ.;Jbfl~ tl"lll V 

1iJt:~eJ.;Jnl'V1'U~filtl'Uflll(;l b\J'I'-Il~'I'-Itli(;l fI1'jb~tl~t9ltl~~lbu'Ut9ltl m'j1~'U~ fI1'j b vh'!'U 1~v-neJ'U1V'U1V"ilt:~tl.;J(ln,.~ 	 'U 

'j~'U,1~n'U bfl~tl'lfleJ~~d b(;ltl ibb~"lI1V bu'U'jlmfl~tl.;Jm~'U~fI1'jIiJ~':) 
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1il~~miin1~~1~€Fl-nalJ;;'In1~ti1'V1'U~rhI9i1~ ., "1Ja~mJmrulyJi1a;;'laLU'UtJ~~~1'Vln~tJ~1~
co I , '" 

'VI~a'Vlnfl{~~iin1~LtJ~ ~'ULLtJ;;'I~ri1• 
- Lfl~mflalJ~1L(;la{bb1i~1~mVi'u~n1~~~UU~l'U?\l~?\'Ub'Vlf'l19i1~ ., 1il~~a~11ia'4ty11Jl1Vi' 

iim~b~alJl9im~a1i~1'UB'UL'VlaiLUIJl b1'ULbl9iiim1lJ~lbu'Ul~m)~~a~ti1'V1'U~Ltl'UmMtJ 
tr~bL;;'ILfl~a~l~ ii~'Vl~~Iil~~~~U 'VI~au~ann1~1i'11'U"1Ja'1Lfl~a'1flalJ~1L\91ai~ii 
"" 'V'lt;)~m~lJ n1~1i ~1'U~~~'U1~u1~ 'VI~a Li:l~1il1 nn1~vi1'11'U"1Ja~1tJ~ LL m lJ~iim1lJL~ml9iafl11lJtJ;;'I a~.n~ 

lil'Un111il~1til~um~ Lbm"1J 

- n1~L~alJl9ia1'Ur;rn~ru~"1Ja~m~ Remote Login 1il1nfl1~'UanlJ1eJ~Lfl~a'1Lb1i~1~'VI~a 
atJmrubfl~a~l~fI1~l'U "il~~a'1u'UVim1~m~"1Ja'1m~~lLij'Un1~\911lJLLUUn1~"1Jaa'Uru11Jl~lLij'Um~L~cnnu, , v 

Lfl~a'1flalJ~1L\91aiLL1i~1~LL;;'I~atJmrubfl~a~1~ LLG'1~"il~~m1til~um1lJL~'U"1JaUIil1n~~LLG'1~~uuria'U 
, "" 

<t:.<t:.m ~i~l'U~;;'I~ biJ~'U1~U1~til1'Ufl11lJtJG'1a ~.n~"1Ja'11yJ{1 a;;'la "il~t;lm~~un 1~1i'11'U 
" " 

B'UL'Vla{ b U\91 'VI~m~alJl9imfl~a~ 1~.fl1~b'Ul~~Yl'U'Yi 
<t:.<t:.<t fl1~L-n1,h~uubfl~a~1~.fl1~1'U"1Ja~na~Yl'V'lb~a 1~~ ~1'U'Vl1~B'Ub'Vlai L ulJllil~~a~1til~un1~ 

" 
a'Umi L u'Um~r;rn~rueJn~~"il1n~u~~Uufll'!nria'U~1il ~?\llJ1~t;l1i'11'U 1til'l 'U'Vlnmru , co Q~ , 

<t:.<t:.<t: trVI LL;;'I Lfl~a~1~~a'1ii15n1~lii1 n~~'Vl~n1~1 i'11'UL ~afl1UfllJmi ~1'U1Vi'?\llJ 1~t;l1i'11'U 
\I \I , \I 

LY'V'll~ Lfl~a~l ~mtil~Ua'4ty11Jlbvh'!'U 

<t:.<t:. b tr~LL;;'I bfl~a"lh~~a~~1n~ L~'U'Vl1'1m~LeU1f.l'1 bfl~ a~l~~ iin1~1i'11'U~1lJn'U 

1il1mfl~a~flalJ'V'l1 LlJla~ b"1J~l'U u~'1bfl~a'1flalJ'V'l1LlJla~ b'VIU~n1~ 

"" <t:.<t:.~ ~~bbmfl~a~lfJ ~a'1~~1Vi'ii16L~alii1n~n1~1ib~'U'Vl1'1U'ULfl;a~1~
"" 

(Enforced Path) 
..4 ... ~"1. 1 "'..4 ... ~11'" 

<t:.<t:.~ tr~bbmfl;a~l~ m11il?\aULLG'1~tI~i"lai\91 (Port) "1Ja'1atJmrubfl~a~1~m1iiifl11lJlii1LU'U
" " , 

1'Un1~1 i'11'U 

<t:.<t:.~ ~~uuLfl;a~lfJ~~'VIlJffla~'VI'Ih~~iin1~L~alJl9ia1tJeJ'1~~UULfl~a~lfJ~'U ., fI1~'Uammh~~m 
L~alJl9ia~l'U~tJmru,ja'1n'Um~'4n~n 'VI~a1tJ~bLmlJ1'Um~vi1 Packet filtering 

<t:.<t:.®o tr~ LL;;'I Lfl; a~1 ~ ii ~'Vl51 'Uf11~ ~ ~ n1~ L~ alJ I9i a bfl; a~ 1~"1J a ~ Lfl~ a'1 fl a1J~1 blJl a {~ii" " ,
'V'lt;)~m~lJL~ ~'119i an1~'4n~m~uu1~~11i~a'1ii n1~LL~'1LbrieJli'11'U~1'1'V1,j'1 

<t:.<t:.®® tr~t;lnm11il?\aU11i"l~ltJ1lJm~vi1m~eJ'Ul~~bU'Un1~G'1~LiJ~ fl1~'V'lmmlJb-n1f.i'1~~UU 
" " 1~tJiJ"1Jau n1~1IillJ~h~uu 'VIiaiii"lt;)~m~lJL~ml9iam~vi1'11'U"1Jm~~UU?\1~?\'UL'Vlf'lIil~~m~~um~1iLfl;a~ltJ 

Yl'UVi 'VI1n n1 ~m~vi1~'1 n~11 L U'U n1~ m~vi1 fl111J~ ~~?\ a~fl~a'1nU 'V'l.~.U .'htil1 ~ fl1~m~vi1fl11lJ~ ~ 
b~cnnufla1J'vbLlJlai 'V'l. f'l.®<t:<t:0 'VI~mu'Um~m~vi1~~'1t:J G'11VILn~fl11lJ b~ ~'VI1 ~l9ia-neJlJmL;;'I~~'U'Vl~i"lV"1Ja'1

" na'1Yli"lL~a"il~~eJ~~n~lb ij'U fl~1Jl11J.rr'U1Jl a'U"1Ja\j n.Q'VIlJ1~ I9i a 1 tJ 

<t:.<t:.®® n1~ b-n1~~~UU'11'ULflieJ~lWl1~1'U'VI'I.htJ~1'U'Vl1'1B'Ub 'VlaiLUIJl ~eJ\jiif11~ Login LL;;'I~~a\j 

iim~~~"il,jv'UeJ'Uil11Jl'U (Authentication) b~alJl~1"il?\eJufl11lJ~n~eJ'1 
<t:.b m~fl1ul1lJf11~~m~'U'Vl1~u'ULfl;a~lfJ (Network routing controL) ~eJ~fllUI11Jn1~~~b~'U'Vl1\j 

u'ULfl~a~l~ L~eJ1Vlf11~b~alJl9ia"1Ja\jfla1J~1LlJleJ{ LL;;'I~ f11~~\jeJ1'U-nalJ;;'I'VI~a?\ 1~?\'UL'Vlf'l ?\aV\fl~a'1 ~a\j~unu 
" f11~fl1UI11Jf11~L-n1f.l\jm~1i\j1'U lV\tJiiLb'U1tJ~~~'1d 

<t:.b.® -nmJ;;'I'VIlJ1~IL;;'I"1J~v\B'UL'VleJibiJ\91"1JeJ'1flalJybblJla{ (lp Address) "1Ja'1~~UU'11'ULfl;eJ~1~fI1~b'U 

~a'1ii n 1~,j eJ'1 n'U 11i1 VI'VIUl ~ '11 'Ufl1 fJ'U a n~ L~a1J I9i eJ?\ llJ1 ~t;l1Ja\j L~'U1~ L~ eJ LU'U n1~,jeJ \j n'U11i1VI 



'Uflfl1;1fl1 V'Wf) flG'I 13J1'S t;)~-rrmJ1;1I,~ V1 n'U1P1'S~G'I~1~"Uf)~'S ~'U'U I,PI~f)'lhv 1,1,1;1 ~6'b'W'lh~flf)'U"Uf) ~9l1'WV I,'Vlfl1'W11;1 V 
'I '-J 'II " 

G'l1'SG'I'WI,'VlI"l"l.lf)~·Wl.bv1ru~V~1V . . 
ct. b.l!l :\l~vi1 LL~'Wa~'S~'U'UI,PI~f)'lhv (Network Diagram) ;~iJ'S1EJ 1;1~b~V~l,fiV1 n'U"I.If)'U1."I.I\?l"Uf)~ 

bPl~f)'lhVfl1Vl'W LI,1;1~bPl~f)"li1EJ.fl1V'Wf)fI I,b1;1~~tJmru~h~ I Lb1;1~~f)~tJ~'JtJ~~1~btJ'WU"il~,j'Wf)~bG'l3Jf) 

ct.b.bfl fI1'S1~bfl~f)~iif)(ih~ I (Tools) L~f)fI1'S\?l'S1"ilG'lf)'U'S~'U'UbPl~f)"li1EJ~f)~1~~'UfI1'Sm~ml"il1f1 
t7,j~f('U,jfll"l.l1 VI~f)t7~'U3Jf)Uej1'W1"il bL1;1~1il1tl~m'S1~~1'Wbtl'Y'/1~b'Vh~1il1bU'W 
~ .~ ~ 

ct.b.oc 1~,j'WYiflfl1'S'Vh~1'W"I.If)~'S~'U'Uuf)~n'WfI1'S'Umn eJ'W1~bbri ,j'WYinn1'Sb-rr1f)f)m~'U'U D'WYifl. , 
n1'S'Y'/mV13Jb-rr1~ 'S~'U'U,j'WYinn1'S1~~1'W Command Line LL1;1~ Firewall Log bU'W~'W L~f)tJ'S~lV"I.It1 
1'WfI1'S\?l'S1"ilG'lf)'U~f)'WVI~~ Lb1;1~~f)~ bfi'U,j'WYifl~~n~11Hf)~1~,j'f)EJfI';h bfl b~f)'W 

ct. b.ct iJ fI1 'S \?l'S1''iJ G'lf)'U,j'WYifl n1 'StJ~llil ~1'W"I.If) ~CJl~~1'Wf) ~ 1~G'llf1bG'l3Jf) 

b. m1f11'Uf!3Jm'H4;'ii"''i::uutlij..mm1 (Operating system access control) 

fI1'SPl1'Ufl3Jn1'Sb-rr1ii~'S~'U'UtJij'U'1ln1'S (Operating system access control) b~f)Umn'Wn1'Sb-U1ii~ 
'S~'U'UtJ~llilm'S1~v1111~~'Um~ty1\?l 1~viJbb'W1tJijllil~~d 

b.(9) n1'Sm'Ufl3JfI1i~~wr~i~'U'UtJijllilfl1'S1'WbPl~f)~Plf)3J~1b\?lf)i (Control of operational software) 

1~tJ~llil~~d 
b.(9).(9) Pl1'Ufl3Jm'SbtJ~v'WLbtJm'S~'UtJ~llilfl1'S~iJ~1;1I'if)i~'U~1'W"I.If)~VI'Il1v 1,~f)Umn'WPI113JbaVVl1V. ... 

.di ..v .::::Id I OJ 

VI'Sf) n1'SVlV~"U~ ~ fI'Vl3J\?l f)i~'U'U~1'W'W'W• 
b.(9).l!l n1ibtJ~ V'WbLtl1;1~'S~'U'UtJi1,j~ n1'S "ilt~f)~~hbij'WfI1'Sl~vt7~ 1,1,1;1 'S~'U'U~1~~'U n1'Sf)'Ui3JLL"'1

~ ~ ~ ... 
~AI 0 lev 

VI'Sf)3JPl113J"I.I1'W1tyb'Vl1'W'W 

b.(9).bfl n1V1'W~1~iJ n1'S:\l~bn'Ull(lf)iG'l1Pi~ I,L1;1~11;1'Ui1~a1V1~'UIl(lf)-n~bb1i"l.lf)~'St'U'U~1'W111'WG'lm'W~ 
~iJPl113J~'WPI~tJ1;1f)~.nV 

b.(9).oc ~~ 1,1,1;1 'S~'U'U~f) ~'Vl ~ G'I f)'U'S~'U'UtJ~,j~ fI1i\?l13J ~~tJ 'S tG'l~fi'~ n1V1'W~ f) ~1~f1'S'U1l1'W1.~V~'Y'/f) 
rif)'W~1il~1'l1bil'Wmi~~wr~'U'W bfl~f)~1~'U~n1'S'S~'U'U~1'W 

b.(9).ct t7~ bb1;1'S~'U'U~f)~vi1 n1'S'Vl~G'lf)'U~1'WPl113J~'WPI~tJ1;1f)~.nv"I.Im'S~'U'UtJ n,j~m'Sf) ~1~PI'S'U1l1'W 
~~ ~ 

IV 

rif)'W1'l1bil'WfI1'S~~ (i)~ 

b.(9).b 1~tI~'UtJ1~11;1'U'S1~a1V1~'UIl(lf)-n~Lb1i"l.lm'S~'U'UtJ~,:m fI1i 1 ~iJfl113JVl'WG'llTv 

b.(9).uV 1'W mru~bu'Wn1'S~~wr~i~'U'UtJij,j~fI1'S L~f)'Vl~bL'Vl'W'S~'U'UtJ~,:m n1'Sb~3J 1~vi1f11'Sa1if)~ 
-uf)3J1;1~1il1 btJ'WeJ'W1~bbri ~1'W-rrf)3J1;111(1f)-n~bb1i f11P1f)'WVlfl fib'Si'W VI~f) ~'W ., ~b~v1-rrf)~n'U'S~'U'UtJi1lliln1'S,r'W

", -.. \I \I I d.J 

b.(9).~ n'S ru ~ iJ Pl113J 1i11 I, U'W ~eH I,b tJ 1;1 ~ -rr f) 3J 1;11 'W 'S ~ 'U 'U tJ i1,j~ n 1 'S L~ 3J I, ~ f) 1 tJ ~ -rr f) 3J 1;111..1
", ~ ", \I 

'S~'U'UtJn,:mm'S1Vl1l1,x:\l~vi1Lb~'Wm'Sri1v1f)'WVI~mbtJ1;1~-rrf)3J1;1 L~f)(;l'S1"ilG'lf)'U':h-rrf)3J1;1~iJn1'Sri1EJ1f)'W1tJ,r'W
~ ~ ~ 

iJm13Jt;)n~f)~ bL1;1~f1'S'U1l1'WVI~f)111 
~ 

b.(9).~ 1~n1V1'W~ bL~'Wn1'S~~wr~a1V1~'U'S~'U'UtJ~,j~ n1'S1VI 11 ~~i13Jii~'S~EJtb11;11~"il~1'l1b 'W'WfI1'S 

'S13J~~l,b:il~1~t7~ b~ V1-rrf)~1~~'U'Vl'S1'U rif)'W~1~VI,j'1 a1V1~'UIl(lf)-n~ bb 11~Iil~vi1m1~~wr~1~m1"ilG'lf)'Urif)'Wl11il~
~ 

111LtJ'Wn1i1;1~blJ~~"I.I~'Vl~"I.If)~t7~~(;lIl(lf)-n~ bb11,r'W 
~ 

b.(9).(9)O 1~fl1'W LLm~tlij,j~(;l13J bif)'W1"1.1 VI~f)-rrf)(;l n1;1~ n111~~1t!1I(If)-n ~bb11~"il~vi1f11i~ ~wr~f)~1~ 
LPI~~PI~~ 

http:b.(9).uV
http:b.(9).ct
http:b.(9).oc
http:iJPl113J~'WPI~tJ1;1f)~.nV
http:1'W"I.If
http:t7,j~f('U,jfll"l.l1
http:G'l1'SG'I'WI,'VlI"l"l.lf)~�Wl.bv


b,@),@)@) fl1'S~\?l~~'1lB'Wl'ibb1{~Vi~~ (Utility Software) ~B~I'1'S1'l6'l€J'Urim.r;hdJ'U'1lB~l'1bb1{~i1 
fl1'S'Vh:n'U~tln~€J~ bbl;"l~b~B~B1~

" b,@),@)~ ~m~\?l~~ttl'Sbbm~bbm"1J-d€J~tvdwh~ 1(Patch) ~b~tJ1-U€J~n'U'S~'U'Utl~tMm'S1'11~1'111~~lb.u'U 
a'U1~bbri t tl'Sbbm~LLm"1J-d€J,:jt '1/r)?ilVli''U'S~'U'Utl~tMfl1~ t tl~bbm~ bLm"1J-d€J,:j t Vl'J?ilVli''U'S~'U'U'U~Vll'S~\?lfl1'S 

~i1'U-U€J~1;"I L.u'U~'U 
'" 	 " 
h~ m'S'V1'U'V11'Um'S'Vll,:jl'U"1J€J,:j'S~'U'U,:jl'UmtJVl~,:j'lln~ btl~ l:J'Ubbtll;"l,:j'S:i'U'Utl~u~ fl1'S (Technical review 

of applications after operating system changes) t\?ltJ1~tl~tMWl~d 
h~,@) bb.ij~1~~~ b~ tJ1-UB~ n'U'S~'U'U,:jl'U1~i''U'V1 'S1'U b~tJ1 n'U fl1~ Ltl ~ tJ'U bb tll;"l~'S~'U'Utl~~ fl1'S 

b~e:J1~'Urlrll;"lbVl~l,r'Ui1 b 1(;llb 1jtJ~Yl€Jt'Ufl1~~hbiJ'Ufl1~'V1?1?f€J'U LLI;"I~'V1'U'V11'Uri€J'U~'l~~lb-U'Ufl1'Sbtl~tJ'U bbtll;"l~, 
'S~'U'Utl~tMm'S 

b,~,~ ~ 'l1 'S ru 11 1~ bb~'U~1 b-U'U fl1'S btl~ I:J'lmtl(;l ~'S ~'U'Utl ~'U'1i fl1'S"1Je:J,:j'S ~'U'U ,:jl'U ~1&.1~,:j11~ bb~'U 
~l'U~'Utl'S~~lru~~lb.u'U~e:J,:j1i 1'Umru~~B,:j btl~tJ'U1'liti'S~'U'Utl~tM fl1'S1VllJ 

b.r;n fl1'Stl ~'U'1i b~€Jfl1'S b-Ulf;)~'S~'U'Utl~ tM fl1'S b~mJ €J,:jn'Ufl1'S b-Ulf;),:j~~'U'Utl~u~ fl1'St\?l tJm~i''U €J'4'Yll'1 

1~tl~tMWl~d 
b.r;n,@) 'S~'U'U ~ €J,:j 1lJ bb?f?l~'S ltJl;"I~ bBtJ\?l?ilf)'YVl~€Jrl11~N\?lYlm\?lwh~ '1 "1Je:J~'S~'U'U riB'U~fl1'S b-Ul 

, oj ~ 

~'S~'U'U'l	~ b6'l ~ 'l ?f~'IJ 'S ru 

b,r;n.~ ~e:J~~1n?l'S~tJ~ b 1fl1?ilVli''U 1m'Ufl1'Sv€J'U 'S'\X?f~l'Ub~B~€J~b-Ulf;)~'S~'U'Utl~tMfl1'S 
hr;n,r;n m-b'~m~~fl1~1-b'~1'Uttl~bbm&.1i'm!llVlUl'lmb6'l?l,:j~1;"I (Screen Saver) t?ltJ~,:jbJm1'Un'Sru

" 
1&.11m-b'~1'U1'U~1~'S~tJ~b11;"11"1Jru~Vl;j~ b~e:J1~y'hfl1~tJ\?l~'Ufl1~1-b'~1'U (Lock) ?i1Vli''Umj1'lBLb6'l\?l~~1;"I 

II ~ .d 1.1 I q Q.I lOCO: Q. 

b,r;n,~ ~~'U'U 1'1 e:J~tJl'1 fl1'S b"IlB~I'1€JL~€JYl'Ul l&.1fl1'SYlI:J 1tJ 1&.1 rl1 ?I b\?l1'SVl6'l~1'U Vlln'V11 fl1~(;lBne:J'U, 
1lJ?ilb~~bn'Uni1 r;n rl~~ 

b,r;n,1t m.i~€J,:j'Vl1fl1'S Looout BBn'llm~'U'UVl'UVi b~m~n1-b'~1'U Vl~€J1aJe:J~~Vl'U1~mb6'l\?l~~1;"I
,,~ 	 " 

b.u'UbJI;"l1'Ul'U 

b,r;n.b ~ln\?lfl1'Sb~B~~e:Jt\?ltJl'1'S,:j~~~'U'Utl~u~m~~1'U'V11,:j Command Line b;jm'lln'l~6'I~1~ 
1'111~ b~ I:JVl1tJ1~n'U 'S~'U'Utl~tMfl1'S1~ 

b,~ fl1~~~'Ubb(;l~~'UtJ'U1'111'1'U"1Je:J~m-b'~1'U (User identification and authentication) fl1'Sb-U1f;),:j , 	 " 
'S:i'U'Utl~'U1i fl1'S ~e:J~'S~'41'11 1'1 'U"1J e:J,:j0-b',:j1'U bbmml'Sfj'UtJ'U1'111'1'U~ bVl&.11:i6'l&.1 t?ltJ 1 ~tl~'U1iWl~d 

b.~.@) m.-b'~€J~ri1Vl'U\?l~Bm.-b'~1'U (User name) bbl;"l:i'S'\X6'I~1'U (Password) 1'Ufl1~b-Ul1i,:j1'U 
QIQ.VQ " d ~ " If 

'S~'U'U u!J'Ul'1m'S"1JB~brl'Se:J,:jrl€J~Yl1bl'1m 

b.~.~ 	 m -b'~m ri1Vl'U\?l'S'\X6'I~1'Ut~iirlrumYl~1'11~~'S~'U1it'Ub€J n?f1'Sd
" 	 " 

b.1t fl1'S'U~VlT~~?Ifl1'S~'\X6'I~1'U (Password management system) 1'Ufl1'Sb-U1f;)~'S~'U'Utl~'U1ifl1'S 

m-b',:jl'U'l~I'1B~ri1Vl'U\?l'S'\X6'I~1'U~iirlru.fl1Ylm&.1-ue:J r;n.~.~ -ue:J r;n.~.r;n bbl;"l:i-UB ~.(9),~ ~~d~\?lbbm~'U'U~B,:j
'U' 	 'U'U 

~\?l'Vl1'S~'U'U'U~Vl1~~\?lfl1'S 'S'\X?f~1'U~ ?f1~1'Stl'Vll~1'U b:a,:jt~I'1B'U (Interactive) b~B1~r\'1 bb 'U~tl1 b~tJ1n'U 
15m'Sri1Vl'U\?l~'\X?f~ 1'U~i1rl rumYl 'S1~~~1'U mru~m-b',n'Uri1Vl'U\?l'S'\X?f~1'U1lJ b.u'U1tlI'11&.1-Ue:Jri1Vl'U\?lWl,:jmhl , 	 " 
'S~'U'U~B~1aJe:J'Uru11'1 fl1'S1i'S'\X?f~l'U,r'U Yl~€J&.1bb.ij.!J1~m-b'.!J1'Ubtl~tJ'U~'\X?f~l'U1VllJ 'l'Un11fl1'S ri 1Vl'U\?l'S'\X6'I~TW , " 	 " 



~f>bU~!1jf'l,U~!JL~f1.r;:1Lll.ru,Cb Ib~t',Cb~ULl~~~n@Ib~~tt'@~~Ufl.rtLl4J 
n. 

f1.Lt'L!ALl:2t1U@f1.t'tP.f1.lL!A:::WL,lt @~1M.X\.t'@ Ut'@fl.,J,;1Am~~Umlb:::~F!LJr'@~rt@~1~LU 

f1.,tlL!Ao1~Ufl.rtLl4Jf1.Lt'L!A~LU 

Ll:2t1t'tp.f1.l::;LM.m~tf1.Lt'Jr1»1~f1.l.1.Li-l @~1M.X\.t'@Ut'@fl.,J,;1Am~~L~IbIb:::~~LJr'@~rt@~1~LU 
'" n.

~tl,,!rt~f1.l.1.1Lll.m 1b1b1,,!t'1br-.1lArtLl4J@ ~l.1. t'~I,,!t'f1.l.1.@l4Jrt@1l.1 ~ r'ti rb rbt1F=1' fFr:7 I'b 6;:1 I lIP 

n. 
I "'. • 

~LU@~ t'rtlt~ ;!) ~tf1.Lt'Jr1»l~f1.l.1.Li-l @~'M.X\.t'@Ut'@fl.,~lAm~~L~IbIb:::~F!LJr1@~rt@~1~LU 

n.t'~t'LlAtf1."tf!J~l IJL~IJ~l 
n. , '" 

~t~rt@E-t'~LE-1t'@JrW~mtF!tff&t~~I,,!I,,!Ibf1.klt'@Q>G~' @~rtG~1~LULl:2t1:::!J:::~t'tP.~klL~~LU C9t'~'~ 

f1.f1.LIA' ~f1.l.1.LUIAL~t1:::!J:::~ I'b I 0, I'="
'" , n. 

f1.l!JLlJf1.Lt'Jrl.u~LrtL~f1.Lt'JrW~1@~mLt'Jrl~LUIb~l.1.L~ G~rt@~1~LUL~t1:::!J:::~b'tP.~klL~ w·~·~ 

n.b'~~Ib~fl.~1t'~t'!J~mLtl,,!tf@~l.1. ru~L~rtLtl,,!tf~~1Am~~L~IbIb::;~Ib~l.1.L~ f1.~ULrt fl I • 1'1 

!J~~@~fl.b'I,,!f1.~rtLtl,,!tf~l@~1 (aw[:l. UO!pauuQ) jO uO!:j.e:j.!w!l) @~rt@~1~LULI:2t1::;!J;::~~klL~~LU ~.~ 

b'~1,,! ~ UlAf1.l~1,,!1,,!n.t~f1..Qf1.~~LUf1.l!J¥~@I:2fl.~~LU£~@~l.1. (pJoMssed) f1.L~~»~ 

:::1:2" (aWewaSn) £ollm~F!l;~lf1.Lt'£ol~LUf1.}!f1.~~lImllblb:::~~LE-mL~WM.rtLtl,,!tfL,lt ­
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fl. tt'~I,,!!JL~M.r;:1rtU.!Jl:::~fl.ll~~@rtW'1 ~fl.lM.Lt'Eoll4JLrun@~1 lli'~'~ 
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~. fl1 ';ifl1'U~1Ifl1'noU1 0.:11\hLLn'nJtJ';i~~n9iVl~emtl'rfw~Lfl,t1JLL"~fl1';ifl1JL'VIA (Application and 

information access control) 

fl1'Sfld'U~1Ifl1'H-li1n-:Jlu·mm1Ju'S~~n\9h.,~mLtl'Y'l'Y'l~Lfli'WLb~:::G'f1'SG'f'Wb'VIP1 (Application and information 

access control) Lv1€lU€l-:Jn'Wfl1'SL -li1n-:Jlu'SLbm1Ju'S~~n9i VI~€lLL€l'Y'l'Y'l~ Lfli'W Lb~:::G'f1'SG'f'Wb'VlP11~rJW1~-r'U€l'4 f.1l11'l 

bLm~1~n1'SL-li1n-:Jijl"l'J11JLVl1J1~G'f1J1'l11J.fl1'Sn'l LL~~'IJ€l'UL'IJ\9l-:J1'W'IJ€l-:Jrrt -ij-:Jl'W l~CJij LL'W'Ju~\m~-:J.o 
lrl.@l fl1'S~ln~n1'SL-li1n-:JG'f1'SG'fiJb'VlP1 (Information access restriction) Ltl€l';ij1n~n1'Sb-li1n-:JG'f1'SG'fiJL'VlP1 

'IJ€l-:Jrrt -ij-:J1'WUl'Y'l1~~'JiJ~ij I"l'"nll~1 L UiJIJl111m'Sn'l l~CJVI'\.bCJ~ ij'S~'U'UG'f1'SG'f'W L'VIP1liJfld11J-r'U~ Wlj€l'U'l~ I'i'€l-:J 
v 

o ~ 	 QJ 4 

~lLiJiJn1'S~-:JiJ 

lrl.@l.@l ~~Lb~~l'W-li €l1l ~ 'l~1'i'€l-:J~lLij'Wn1'S~lLL 'W nG'f1'SG'f'WL 'VlP1~ij €l~';hijG'f1'SG'f'WL'VlP1l~U1-:J bL~::: 
\J \J fIJA '\.I 	 '\J 

'1 ~I'l€l-:J1LI"l 'S l:::~m11J ~1~f.1l'IJ€l-:JG'f 1'j G'f'WL'VlP11iJ Lbl9l~~ n~1J,1'W11ij fl'J11J~1~f.1l19l €lU~u~ -:J1iJ1J1 n,j'€lCJ LtlCJ-:Jl~ 
1~CJG'f1'jG'fiJL'VlP1l~Vl1ntl m tJ~CJiJLbU~-:J bbm'IJ G'fruVl1CJ Llnri1~lCJ VI~mrn~€l'Utl11tJH1~CJhjl~-r'U€liJru11'l

\J '\J v '\J 	 " 4J 

'l~'Vi1l~VI'u'Jm~CJVl1tJ 1~ii€l11G'f1'jG'fiJb'VlP1,1'Wm11J~1F1f.1l LL~~m11Je:l€liJ1VI'J~-:J ~lbU'WI'i'€l~ijfl1'S~ln~fl1'S 
... "" OJ'" 

b'IJ 1t\,:jG'f1'jG'fiJb'VlP1iJ'W 

g:J.@l.~ n1'Sn1V1'W~1~m-ij-:J1iJ1~~'l:::G'f11J1'St\b-li1n-:JG'f1'jG'f'WL'VlP11~U1-:J 1~'W'l1'jru11il1n'U'Vl'U1'Vl bb~~ 
'U 

VI,j'l~(Roles) 'IJ€l-:Jm -ij-:J1'W,1'W '1 i,'\l'SG'fiJb'VlP1'U1-:JU'S~ b.fl'VIG'f11J1'Stln1V1iJ~1~m-ij-:J1'W'Vlnl"liJG'f11J1'St\b-li1n-:J1~ 
\J I 	 '\J q 

G'f1'jG'fiJb'VlP1'U1-:JtJ'j~ b.fl'VlI'l€l-:J n1V1'W~1~Lo'Vn~~~ijVl,j'l~bMCJ'J-li€l-:Jb'Vh,1iJ~'l~G'f11J1'jt\b-li1n-:J1~ 
" 

lrl.@l.m n1V1iJ~i:1'VlEliJn1'jb-li1n-:J (Access Permissions) 1~G'f€l~I"l~€l-:Jn'UmoU-:J1'W bb~~G'f1'jG'fiJL'VlP1
'U 

m~~lLb'Wn11 1~CJi:1'VlGm~-r'UG'f11J1'jtlfl1V1iJ~€lCJ'1iJ'SUbb'U'U'IJ€l-:J fl1'S1oU-:J1iJu'S:::L.fl'Vl19l 1-:J '1 BiJ1~Lbtl fl1'jU'S~1J'J~~~
'U 'U 	 I 

fl1'Sbbm'IJ 	 fl1'jB1'WbYi CJ~€l~l-:Jb~m 

lrl.@l.<S: mruijfl1'j~1-:J'UI"lI"l~.fl1CJiJ€ln (Outsource) liJfl1'jYrl'l.JiJ1 ~bb~ Lb~~tl1'j~~m;1'j~'U'U
, 	 'U , 

G'f1'SG'f'Wb'VlP1,1iJ 1~u~\m~-:J.n 
- \9'l'j'J 1ilG'f€l'UU 'jd'~'4l"lfl~.n1CJ'W€l n~ b-li11J 1U~U~~liJ m1J'j~ bUCJ'U11 ~'JCJ fl1'S-rm~.n 

fld11JU~€l~.nClbbvl-:J"lll~ bb~~I'i'€l-:Jfld'Ufl1J n1'j'tJ1i\m-:J1iJ'IJ€l-:J'Ul"lfl~.n1CJiJ €l n 1 ~€l~.n 1CJ1iJ'IJ€l'Ub 'IJ\9'l~n1V1'W~ 
, d,.I " 	 \I 

l~ij m'S'j~-li€ln1VliJ~1iJm~'Wfl~~€lffimernl€l'l<l!9l bL'J{ mm~-:J1~Iil~ri1mdWI'),JtJ1, 
~'W1J1€l~1-:Jbu'W~lCJG1n1!truBn1!t'j 

- '4fll"l i;l.fl 1CJ'W €l nl'l€l-:JU~,j'~\9'll1JiJlCJ'U 1tJ ~liJ fl1'j -rn1!t1 m 11J~iJfl-:J Ui;l€l~.nCJ~1'W 
G'f1'jG'f'W b'VlP1 'j'J1JyY-:JI'l€l-:J~ln~n1'jb-li1n-:JG'f1'SG'f'W1.'VIP1bO'Y'l1~~fl'J11J~1LUiJb'Vi1,1iJ 

1'i'€l-:J\9'l'j'J 1ilG'f€l'U"ll~~1«-:J~hj~-:Ju'S ~G'f-:J I'lhJ6I1€lv.J9i bb'J {19l 1-:J '1 ~Ll nYrI'l.J'W1~'W tl€liJ , 	 I 'U 

~lbij'Wn1'j~~~-:J VI~€l'Vl~G'f€l'Un1'St oU-:J1'W1il~-:J 
lrl.~ G'f1'jG'f'Wb'VlP1~B€liJ1VI'J (Sensitive) ij~i;lm~'Vl'U bbi;l~ijm11J~1F1f.1l~-:JI9l€l€l-:Jl'lm 1'l€l-:Jn1V1iJ~1~ 

G'f11J1 'j tiloU-:J1iJbO'Y'l l:::mi1J b'Vi l,1iJ bbi;l:::I'l€l-:J n1V1iJ~-d€l-:J'Vl1-:J Lb~ ~15 fl1'j 1 iJ fl1'j L -li1n-:J l~tJ~~1~ij bl"l~€l-:J bb~"li1CJ, 
m'Ul"l1J bLCJnl9l 1-:JVl1 n fl1'S~ ~19l €ln'ULfl~ €l-:J b~"li1CJI'l€l-:J~ 1'W'S~'U'U firewalls nl'j~1n~ fl1'j L -li1n-:JLO'Y'llt fl1'jloU, 
LI"l~€l"li1CJ.fl 1CJ1 iJ b'Vi 1,!'W bLi;l ~I'l €l -:J n1V1'W~1J11'l 'S fl1'jI"l'J'Ufl1Jfl1'j b-li1n-:Jbu'Wmru'W bP11!t'lln€lU m rufl€l1J'W'J b\9'l €l{ 

bb~~~€lG'f1'Sbfl~€liJ~ VI~€lfl1'S1oU-:J1iJ'j~'U'U'lln.fl1CJiJ€ln (Mobile computing and Teleworking) 
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'U 'U 6.J 

..I '1 '1 cO "'" ...... cO .1 ~ 
ml.Jf11'";i"fl"1'JbbG'!~LV1fl b'U bG'! fJ "1'J"'ULV1f1lVl'VI1'Jb'Jfl (fIl"llfl. "Ufl." "VI.V1'J.) 'W'J fll.J bb "il'l 'J1 fJG'!~ LflfJ~"llfl'l ~umw 

'VIl.J1fJbG'!"ll MAC Address "llfl'lflUfl'Jru 'W~fll.J~mTI-b''l1'U 
• 'U 

!I1I.bn.l.!> bL~'Ufl'U~f11'";i"1'J"'ULV1f1l fIl'UV"Ilfll.JG'!flG'!1'l ~1,rflunU~f11'J ml.Jf11'J~fl"1'JbLG'!~bV1flt 'UtG'!~ 
'U 'U 6.J 
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'";ill.J~'litiLbnt1qJ'VI1~1'l "}1~0-b''l1'UVI'j1'U 

Irl.ct. ~~LbG'!'";i~'U'U(I)fl'l~~ f11'";ifll'Ufll.Jf11'";ib"Il11-b''l1'U'";i:;:'U'U''il1fl.fl1fJ'Uflfl (T eLeworkino) ~'l~ 
~~.. ~ 

1rl.ct..<9l f11'jb"ll1"ht'U'ULfl~fl'1.i1fJlV1m~m:LflG'! (Remote access) f1fl1~Lii~'lifl'lVl1'l~iifilld1l.J 
'U 

L~fJ'l" 'l~flm 1l.JUG'! fl~.nfJ"llfl'l'";it'U'U" 1'";i6'l'U bV1f1l ~'l(l)fl'liifl1'";in1'V1'U~l.J1 M'";if11'";i1'm·J1 fll1l.JUG'! fl~.nfJ~ b~l.J~'U 
" 

"il1fll.J1M'jf11'";if11'j b"Il1~'jt'U'U.fl1fJ1'U 
'U 

Irl.ct..l.!> itim'";i1~ 6') ~"1l.J1'";imeli1~elifll.JG'!'VI~fl'j~'U'U"Ilfll.J'"L~"il1m~fJtLflG'! (l)B'lL~1''Uf11'";ifl'U~~''il1flI \1 '\.I III 1 

~U'lfl'UUf'l1"1I1'V1~fl ~~L~1''U fl1'";il.Jfl'U eJ1'U1lVf1fl'U bLG'!:::(I)fl'lflTUfll.J fl ~1'l Lelil.J'l1~f1fl'U'I11l.J11-b' bLG'!:::m-b'(I)fl'lcu o~ 'U .. \1 

UntwiM1l.J"Ilfl n 1'V1'U~"ll fl 'I f11'";i b"Il1~'j~'U 'U bbm:elifll.JG'! fl ~1 'I bfl~ 'I fi1l1'~ 
d.J 'U" 
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'VI~flfll11J':ij1b tl'U fl~1'l b~fJ'l'Wfl bbG'!t(l)fl'lL~1''Ufl'Um1''il1fl~U'lfl'UUf'lI''1I1. " .~ 

Irl.ct..ct. iin1'";i fiIld'Ufll.J'Wfl{M (Port) m-b1'Uf11'j Leli1~'j~'U'Ufl~1'l1'~fll.J f11'jL eli1~'";i:::'U'Ut~fJf11'j
.. '\J If; '\.I 

tVl'j~'Wv1b"ll1l.J1J'U (l)fl'l~bbG'!bLG'!:;:~~f11'";it~fJ~~LLmt'U'U bbm~itif11'";i'VIl.J'UL"Il1(1)fl'l1~1''Uf11'";ifl'U~~mh'ltlfl(l)fl'l bLG'!:;: 
'tI 'U'U " oft 'U 

II ...," 
b'VIl.J1~"l.JLbmLV11'U'U 

1 "'~'" II • 1 v • JI 0.:'1 .:;
Irl.ct..tt f11'jfl11 qJ1 M 'VI~ b"1l b"ll1~'j:;:'U'UlV1mtfJ~ flG'! ~ fl'lfl~'U'U'W'U!1'U"ll fl'lfilld 1l.J"il1 bu'U bV11'U'U 

bbG'!:;:hhtl~'lifl'lVl1'l~~~fl (Port) Lb(;l~flumrub~fll.J~fl'j~fJ~lfl(;l (Modem) m-b'v1'lbml11~fJhhhbtl'U• 
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lrl.tt.<9l ~1l.Jfl1'j~~~'l"1lflYh;hbd{~'U "} 'VI~fl"1lBy.jM bn{~l~l.J 1"il1flbb'VIfI'l.fl1 fJ'U flfl '";ill.J~'lf11'";i1.u 

bb.wl.Jelifll.JG'! (File) ~'Umlifl'UUJ1~1'VI'.u'l1'U" ." 
!I1I.tt.l.!> 1~iifl1'";i~'jl "il 6'lfl'U"1Ifly.jMLb 1{'VI~ flelimJG'!1'U'";i~'Um1'U ~1~qJfl81'1 6'1 J1 b"l.J fl b~mJfl'l tl'Uf11'";i 

~~~'I"1Ifly.jMLb l{'VI~flelifll.JG'!1'U'";i~'Uun'UJ'Ut~fJ1l.J1~1''Ufl'Uru1~ 
'\J , " 
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'\J '\J \I 
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• '\J 

Irl.tt.tt n 1'V1'U~'VI,j'1~fll1l.J1''U~ ~'/1fl'UbbG'!ti'U~fl'UU~U~ ~1'V11''U f11'j~~f11'j"1J~fl1~'llli¥i'lu'j:::6'I'Ir1 
1~bbf1 f11 'j'j1fJ 'I1'U f11 'j bfl ~~'U"llfl '1'/1 ~fl1~'llli¥i'lu 'J~"'Ir1 f11'ji bm1 ~~n1'j~~ fl1'jf11 'j n~'U'j:;:'U'U"il1 flfi1l11l.J 

• '\J 

b~fJ'VI1fJ~~'";illV'W'U b'iJ'U(I)'U 

!I1I.tt.b iif11'j~~~1l.J"Ilfll.JG'!'1.i116'11'jL~fJdtl'U'/1~fl1~'Illi¥i'lu'j~6'I 'I r1m.i1 'I 6'lJ1L6'll.Jfl
'\J , 

http:Irl.tt.tt
http:Irl.tt.ct
http:I"1Ifly.jM
http:Irl.tt.bn
http:l{'VI~flelifll.JG
http:I"1Ifly.jM
http:6'lfl'U"1Ifly.jM
http:bb.wl.Jelifll.JG
http:VI~fl"1lBy.jM
http:Irl.ct..ct
http:l(l)fl'liifl1'";in1'V1'U~l.J1
http:fIl'UV"Ilfll.JG


G'V.<t.G'V 1~ijm~(;1~1<lfl11lJ~~t'VI,rm~mn'U"1JVlrhi<l'WVi<l'\.J~t(;1<lr1 bvle:l1~rn-n<l1'Unrn1lJ~fl11lJb'ih1:u 
• 'U 'U 

bbi.1~H'11m~t1tle:l<ln'U~'U be:l<llJl bbi.1~1~-r'U'Vl~1'U~'U~e:l'U'\.Jfhj'&1 b~m\j'U b'VI~"1JVlrhi<lhj~<l'\.J~~(;1<lr1';hl'le:J<l
~ , . 

(9hb'iJ'Um~e:l~1<lb ~1lJ~<l1~~Vlm';ie:J fle:l'U';ilJ(;1~1<lfl11lJ~~~'VI,rfle:l~1<lii'e:JtJ1j m~ (9) fl~<l 

CC:. n1ca'"VI";1'~::'U'U~h caeHI iN1'Vi i''U ca::'U'U ~1ca~ 'U bVI f1 

'VI'thtJ~ij~~'U'U(;11~(;1'Ub'Vlf'11'Ufl11lJ-r'U~Vl"1Je:J'U :U~I'le:l<l~1 b iJ'Um~~Vlvl1~~'U'U6'i1';ie:l<l6'i1'V1-r'U';it'U'U (;11 ';i(;1'U b'Vlf'1 

bvle:l1~it'U1,,';h~~(;1~(;1'Ub'VW1 bbi.1~~i.16'i1fi'fll,,~!:JNe:J~ (;1~t1b·ihfi<lbbi.1~1-n.flW1Jl bbifbfiVlb'VI~m~ru''UmrutlflbQ'U
"o~" ct, 

'I "" q rnli'l -- <V :NbVlrnJ b~....US.J 'U ~Vl <l'U 

~.(9) m';irlVlb~e:Jmbi.1~~Vlvl1';i~'U'U6'i1~e:l<lbbi.1~nfi'U~~'U'U 1~~1bU'Ufl1';i~<ld
'U 

~.(9).(9) n1'V1'Um~'U'U<l1'U~ijfl11lJ6'i1rlqJ Lbi.1~..ijVl'VhbiJ'UuqJ~lh1CJ~e:J"IJe:J<l';i~'U'U<l1'U~<lmh1 ';i1lJ~<l 
'\.J-r'U'\.J ';i <l Ufll;j';i1CJ~ e:J.crt~ij fl11lJVI'U (;1dJCJ e:J ~b(;1lJ e:J~1lJ';it'U'U <l1'U~ijfl11:u6'i1rlru~ bf1V1~'U1'VIlJ

'1 o~ '\J IV 

~.(9).~ fl1'V1'UVI~-r'U~VI"l1e:J'U1'Ufl1'~6'i1':reN"rre:llJi.1 
'U 'U 

~.(9). r;n n1'V1'UVI"1JU VI"IJe:l<l-1le:llJi.1~ijfl11lJ "ii'1 bu'Ul'lm6'i1';ie:l<l-1le:JlJi.1 LfltJl1' e:l~1 <lii' e:lCJ 1'le:l<l'\.J~~fle:J'UJl1 CJ 
'U 'U 

-1le:JlJi.11'U~1'UeUe:J:Ui.1"IJe:J<l';i~'U'U-1leJ:Ui.16'i1'V1-r'Utii'1';it'U'U el'UlJlbbn "1Je:J'I"l#jLL11~~'U'U'\.Jf1u&1m';i Lbi.1~ "1Je:J'I"l#j bb11~'U .,
co dA" 'U d.J I 

.d..J 11 c::: tJ 

'VILfltJ1"IJe:J<lbiJ'U~'U 

Q.(9).CS: n1'V1 'U VI fl11:U 51'U fl1';i 6'i1';i e:J <l-1l e:J lJ i.1 "IJ eN ';i t'U 'U <l 1 'U 1VI CJ ';i ~'U 'U <l 1'U~n fl11lJ 5"IJeJ<l fl1 ~ 
'U 

L'\.J~CJ'Ubb'\.Ji.1<l-1le:JlJ mJe:J CJ 1'le:J<lijfl'n:u51'U fl1';i6'i1~e:J<leUe:llJi.1lJ1 fl~'U 
'U 'U 

Q.(9).<t vl1fl1~6'i1~e:J <l-1le:JlJi.1~1:urn1lJ5~ fl1'V1'UVIH LLi.1~ l'leJ<lth-1le:J:Ui.1~6'i1':ieJ<l dl'UH'Ue:Jfl(;1m'U~
'U 'U 


, IV 


e:JCJ1<l'Ue:JCJ (9) "1JVI• 
Q.(9).b vl1 fl1~~~1:U(;1e:J'U11fl1';i6'i1~e:J<l~bf1V1~'U,r'U6'i1 b~liJfl';i'Uti1'U'VI1e:JllJ 

Q.(9).G'V 'Vl1 fl1';i'VlVl(;1 e:l'U nfi'U-ueJlJi.1~6'i1''JeJ<lHe:J ~1<lii'eJ CJ1ji.1 ~ (9) fl ~<lTJlJ~<l I'llbiJ'Ufl1';i'VlVl(;1e:J'U'h
'U 'U 

';i~'U'U<l1'U~<l'VIlJVI(;11:U1';it11-n<l1'UlJl'VI1e:JllJ 

Q.~ bb'U1'Vl1<l'\.Jlj~6'i1'V1-r'Ufl1~6'i1';ie:J<l-1leJlJi.1n~<ld 
~.~.(9) ~Vl bbi.1~1'UeUe:JlJi.1l'leJ<l~Vl1~ij fl1';i6'i1';ie:J<l bbi.1~'VlVl(;1 e:J 'UeUeJlJ i.1~6'i1';ie:J<l b~'UHeJ ~1<l(;1~1 b(;1:UeJ

'U '\J d.I \I " 

1VlCJ1~biJ'U1'\.J~1:Ubb'U1'Vl1<l fl1';i6'i1~eJ<leUeJ:Ui.1
'U 

Q.~.~ fl1~..ijVlvl1U'UYiflfl1';i6'i1';ie:J<l-1le:J:Ui.1 (Operator loos) ~Vlbbi.1~1'U-1leJ:Ui.1I'le:J-!lvl1U'UYifl 
" :;:, "" dA \I 

';i1CJi.1~ bBCJVl fl1';i6'i1~ eJ<l-1leJlJi.1 lJlbbn L1i.11 b~lJl'l'U bbi.1 ~~'U(;1V1 ~e:J~6'i1';ieJ<l "1JUVl"IJe:J<leUeJlJi.1~U'UYifl bu'UIIi'U 
\I "'\J '\J 

Q.~.r;n fl1';i';i1 CJ<l1'UeUe:J~VI'V'li.11Vl (Fault loooino) ~VlbLi.1~1'U-1leJlJi.111ieJ-!lvl1';i1CJ-!l1'U-1leJ ~Vl'V'li.11Vl.)::>:;:, \I \I d.I \I 

IiJ1fl fl1~6'i1';ieJ<l-1leJlJi.1~ bf1Vl<TI'U ';i1:U~<l15fl1~m-nbbm"IJJl'w 
'U 

Q.hcs: 1 'Umru'V'l'Uil ru 'VI11'Ufl1~6'i1';ie:J<l-1le:J:Ui.1:U'UbU'Ub'VI~llJ(;11lJ1';it1~1 bu'Ufl1~eJ~1<l(;1:u'U~ru1~~ 
v '\J' \I 

1'11bu'Ufl1';ibbm"IJilqJ'VI1 bbi.1~(;1~tlt-li.1fl1';ibbm"IJilqJ'VI1 'V'l~~<l';i1CJ<l1'U\9le:J~-r'U~ffle:J'U';i~W(;11';i(;1'Ub'Vlf'1"IJe:J-m1..hCJ'Vl';i1'U 
Q.~.<t 1~~~ bbi.1 ~1'UeUe:llJ i.1 fl1'V1'UWl:IUVl bbi.1 ~od1<l LJ i.11fl1 ';i6'i1 ';ie:l<leUe:llJi.1mlJfl1 1lJ b 'VIlJ1~(;1:U 

'V'l~e:llJ~<l fl1'V1'UVI~e:Jm-ubn'U-ueJ lJ i.1 
'U 

Q.~.b bb 'U1'Vl1<l~~e:l<ltllju~ b~CJ1-ue:J<ln'Ufl1';i6'i1';ie:J<l-1le:JlJi.1 (Backu p Policy) ~~bbi.1~1'U-Ue:JlJi.1 
1'le:l<ltllj~~1:U~'U~eJ'Utllj~ Backup Procedure 1Vlmfl~<lfl-rVl 

http:Q.(9).CS
http:1le:JlJi.11


'S~'U'U E-maiL 

Web Server 

Database Server 1 

fl'IJmru Firewall, 1 

fl'IJmru IDS/IPS, 

<Ii 
bfl 

ij fl 'J 1lJ ,h~tlj'lJ fl~ 'S ~ 'U 'U ~1'U 
... 

d' I I cv 

mru\9l1~ 1bVlG'n'U'U 

~.(,l1 	 bL'U'J'VI1~'lJi)'U1i ri1V1~'U fl1'SQf1'U'S~'U'Uij\?l~d 
~.(,l1.<9) 1'Umtlh"l'UiJruVl1~G1~1~fl'J1lJb~CJVl1 CJ~m~'U'UflfllJVl1 b\9l fl1 'S~'U 'U bfl~fl~1CJ 'OJ'Ub U'UbVII'! v 	 , 

vh1ViWlfl~~1bU'Ufl1'S nf1'U'S~'U 'U 1VitrVl Lbm~'U'U VI~ fltrVl Lb~ bfl~fl"1h CJ~1 bU'U fl1'S bbm'lJ'S1 CJ~1'Ut:-J (;1 fl1'S bbm'lJ 
~ ~~ ~~ 

'Vl~fllJ~~,j''UVimb~~1Vi'S1CJ~1'UG1'S'lJt:-J~fl1'S'IJ fiUii~1'U~fltr~'\J ~Vl'!lfl'U'S~'U'U G11'SG1'U L'VIfll'lJmVl'l.h CJVI~fl ~ml'1~'U 
"I d.J 'U 	 'U 

lJfl'UVllJ1CJ'VI'S1'U 

~.c;n.\!) 1mi<umJ~Vf'UG1irCJ~~Vl (Latest Update) ml'1ri1'Sfl~HVI~flI'!1lJfl'J1lJ LVlm:;G1lJb~flQ 

, ... 
q q <Q. ~ <V ~ If 4 4 I I 

~.(,l1.(,l1 Vl1 fl fl 1 1lJ bG1 CJVl1 CJ 'VI bfl Vl'lJ'U fl'U 'S:; 'U 'U fl fllJ 'Vl 'J bl'! fl 'SVI 'S fl 'S ~ 'U 'U bfI'S fl'lJ1 CJ m ~'VI'U I'! fl fl1 'S 

1Vi'U~fl1'SVI~flfl1'S1i~1'U 1VitrVl LL(;1'S~'U 'U bL :ij~mi~1'U'VI'S1'U 'Vl~fllJ~~'S1 CJ~1'Um1lJf1'UVI,j'1fl1'Snf1'Ubu'U'S:;CJ:;
'U'U 'V 	 'V 

• 0 q ~ c:!' I .. 

'OJ'Uml''il~Vl1b'U'Ufl1'S bG'l'S 'OJ G'l'U fl CJ1~ G'llJ'U 'Stu 
'U 

~.« 	 VI'lhCJ~ij'S~'U'UG11'SG'l'Ub 'VIfllb'Ufl11lJ~'U~Vl'!lfl'U 'OJ:; Wl fl~~1bU'Ufl1'S~Vl'Vll bbe.J'Ubl'!~ tJlJm1lJ'Vl~fllJmru 
v 

~ q 4.1 ~ 

bfWlbVll'!tlfl btl'UVl~'U, , , 
~.«.<9) ~Vl""lbbt:-J'Ubl'!~CJlJfl'J1lJ'Vl~fllJmtlhnVlbVl~~mo'U (Contingency PLan) bYlfl~'Uijfln'UJltJVl,j'~ 

~f)1 "iJ bnVl~'U ~~15fl1'S'VI1~ab~ fl'VI'S flU m1bb~~'VI1~fl1CJ fn'Vl 'S1lJ ~~1Vin1V1'U Vl fl1'S'VIVl G1 fl'U bbt:-J'U \?l~ n~11 'VI,flt! 
lVlmbt:-J'UWlfl~ij'S1CJ&l~LB CJVl fl~1~,j'mJ~~~fl1'lJd 

, 	 ... 
o iJ' q V 4 I iJ'.::iII q II Q.f 

- fl1'S fl1V1'UVlVl'U1'V1 bb~~fl11lJ'S'U e.JVl"li fl'U I'! fl t:-J 'VI bfl tJ1'lJ fl~'VI ~VllJVl 
'U 

fl1 'S'IJ'S ~Lil'U fl'J llJ b~ CJ~ ri1V1~'U 'S ~'U 'U ~1'U~ij fl'J llJ ri1 ~tlj bb~~ n1V1'U VllJ 1I'! 'S fl1'S b~ fl (;1 Vl 

fl11lJb~CJ~ eJ'ULl'1LLn lwvh~'\J bU'U';j:;ma'J~1'U1'U Lvii.VI~ LLr.i'U~'U1VI'J fl1';j"lilJ'UlJ'IJ'S~Vf'J~""11vlhJG11lJ1'Sm<U1, , 
lJ1bi'S:;'U'\J~1'UL~ LU'UWl'U 

- fl1';jn1V1'UVl.ffw~1 fl'U'lJi)'U11b'Ufl1';jQf1'U';j~'U'U~1'U 



v 
'VI'U1 GnO 

m'lr11'V1'UI'l.ff'U~e)'u'\Jnum'Um'l611'lmimJfl LLfl~'VlI'lr:1eJUnfl'UimJfl~611'lmH 
~ cu cu cu 

- m'lr11'V1'UI'l"lieJ~'Vl1-:jt'Um"jMl'll1leJ~eJr:11"jnUm~U~m"j.f11fJ'UeJn e)'U1~bLn m~u~m"j
~ ~ 

Lf1~eJ"!hfJ ~n{l'lbL1'~ "iIeJyJ~Lb'"J{ dJwX'U b~mnl'lb'VI~1\l1biJ'U~Iil~~eJ~~I'l~eJt 'Umrubnl'lb'VIl'ltln LQ'U11l1~ '1 , , , I 

- m"jr:1'!1~f111:U1'l"j~'VI'l1n 'VI~eJt ~f111:U'!bbri~~b~mimnu.ff'Ul'leJ'Um"j'\Jnu~ 'VI~eJ~~~ 
~ ~ o.J 

~eJ~Vi1bijmnI'lL'VI1'l, 
- 1~'\J'!U'\J'5~bbf.J'Ub~~fJ:Uf111:U~'!eJ:umruLnI'lL'VIl'lumQ'UeJ~1~tieJfJUfl~ @) f1~~ 1l'lfJli~bU'U 

~ " .. , 
~"j~UU~iif111:U611f1qJ~\I 

~.((.~ t ~Vi1m"j611"jeJ\lieJ:Ufl~1:U"il'Wl'lm1:U~ bbfl~15m"j611"jmm~r11'V1'U1'l11 bbfl~1~1'l'lllilr:1eJumh~ 
~ 

r:1~1 br:1 :UeJl1eUmJfl~611 'leJ\liif111:Uf1 "jU tll'U'VI~ €IhJ 
~.((.Gn 1~'Vi1m"j'VlI'lr:1eJunfl'UieJ:Ufl~611"jeJ~11 eJ~1~tieJfJUfl~ @) f1~\1 b~eJl'l"j11ilr:1eJul1r:11:U1"j"nfl'U

~ ~ ~ 

1~eJ~1\1f1"jUtl1'U'VI~eJ1li tl1~ul1iiuru'VI1 bnl'l~'Ut 'U'l~'VI11\1m"j'VlI'lr:1eJunfl'U 1 ~~1b'W'Um"jbbm'(Jbbfl~U'UVin 
~ ~ 

ieJlJfl1JqJ'VI1'!'U11' ~'!eJ:U~\l15m"jbbm'(JeJ~1\1biJ'UmfJ~n'l!true)m!f"j 
t1vt "'" ... t .... tld.c:4 1I t 1 CII q~.((.(( 'VI1il1'l'\J"j~"q:U bbfl~ bbIil\l 'VI~'VI bn fJl'(JeJ\I'Vl\l'VI:U1'l l'l"jU'Vl"j1U"j 1fJ fl~ b€I fJ 1'l'(J €I \I bbf.J'U bl'l"j tJ:Uf111:U 

~'!eJ:umruLnl'lb'VI~umQ'U "jl:U~\I L~eJiim"j'\J'!u'\J"j\l bLf.J'U L~~ fJ:U f111:U~'!eJ:umruLnl'lL'VIlJlun bQ'U1'VIlilil~~m~1'l, , lit , , 

.1 ~ I IV"1 ........1..1 
u"j~"iI:u ~'VI:U Lbfl~bblil\l 'VIf.J'VlbnfJ1'(JeJ\I'Vl"j1U. ~ 

ClI.c::tI Q ~ CII .Q I CV 4 ,Q I 

~.((.ct mru'Vlbnl'l b 'VI\Jl nl"jrumruqn Lu'Ul'leJ"j~UUr:11"jr:1'Ub 'VI1'1'(J €I \I neJ~'Vl~ b"j €I r:11:U1"j"l'll'll'leJ 

'\J"j~r:11'U\l1'UnU~'!U~I'l"lieJU v1~d 
- ~ei1'UlfJm"jI'1'U~ieJ:Uflnm\l 611'l1n'\JnUM m"j m:um"j~ m'l1"jbbfl~b'Vlf11'U1fl~r:11"jr:1'Ub'Vl1'1 

CU CU CU ~ 

'Vl'VI1"j b~ €I 1'VI"j. ct~~O@) 

- ~1'V1ti1bbf.J'Unf11Uf1:U 1'1'U~eUeJ:Uflmn\l 61'1'l1n'\Jn'IJM m'l m:um"j~eJr:11"jbbfl~b'Vlf11'U1fl~
"cu 'U ~ 

r:11"jr:1'Ub'VlI'1'V1'V11"jb~ €I 1'VI"j. ct~~@)~ 

G<. n1 'l;J'l1l\1f1eJU ttfI~'\J 'l~Lih-lfl11:U L~~.:/sfl1'L!fl1'lfl'U'VlA 

m "j1'l'l11ilr:1 eJU bbfl~'\J"j~ bl1'Uf111:U b~fJ ~~1'Ur:11"jr:1'U L'Vl1'1 b~eJt ~'Vl "j1ufi-!l"j~v1U f111:U L~ fJ -!l~ eJ11il bfi 1'l~'Unu 

"j~UUr:11"jr:1'UL'Vl1'1 bbfl~"j ~v1Uf111:uli''Uf1-!l'\J "eJl'l.nf)G'I1"jr:1'Ub'Vl1'1 ~\lIil~'I<h1'\J~ nl"j'\J'!u'\J"j~ bbm'(J~eJ1'\J 11'l fJij 
~ . 

bb'Ul'\Jllm1v1-!ld 

~.@) ~l'lbbfl"j~UU~eJ-!lfh'VI'Ul'lnl"j'\J'l:;: bl1'Uf111:U b~ tJ-!l 611'V1'!U "j~uu b'Vl f11 'U1fl ~ r:11"jr:1'Ub'Vll'1mi-!l1:y'­
I ~_~ ~-.---.-~--.-. - a.t .---' - •.,~~~~.~-

boW €I r11'V1'U1'l bb'U1Vl1-!lt'U nl"j b~1"j~1..:J bLfl~1'l bbfl"j~UU L'VIci1'l1'U Lbfl~n1'V1'U1'lt ~ijm"j L~1"j~1..:J LLfl~1'l LLfl"j~UU
~ ~ 

L~f11'U1fl~r:11"jr:1'Ub'Vl1'11~r:1eJl'lf1~eJ..:Jnun~'VI1I1fJ "j~L,j fJU eUeJ'IJ..:JflU 'VI~eJeUeJn1'V1'UI'l~'U 1 ~~eJ-!l'\Jll'IJM1'l1:UeJ~1~ 
r:1~1Lr:1:UeJ1I'lfJm'l~"jllilr:1eJUv1..:J~eJ1 '\Jd 

~.@).@) ~eJ'lJqJ"ileJli-!l1'U 
~.@).~ filil m'l:um"jt i\l1'ULbfl~'\J"j~b.f1'Vl'(JeJ..:Jfi"iJn"j"j:U 

Q,J d 1/ i:I 

1'U/b1Gn'VIb'(J1"-!l 
...~ v .4 lJ' d .... ~ 


<.i.@).(( LLn:U'(JeJ:Ufl'VI'leJ"IieJ:Ufl'Vl"n~1"\I 

~ ~ ~ 

<.i.@).ct 1'\J'lLLm:uvl'11'\JbLfl~eJ"j"j,,'\J"j~1fJ"iI-u~1\1 '1 (Utilities) ~~m~fJnti..:J1'U 

~.@).b m"j1i'IJqJ"ileJli..:J1'U1'U"j~v1U~..:J e)'U1~bbn Supervisor, Root, Administrator biJ'U~'U 

<.i.@).~ m'lbtJl'l-tJl'lm"jVi1..:J1'U"Iim"j~Uu 



fn)fltl\9lfltl'U\-1~tl~ \9l~~tltJmcl~1\-1~'Ut11boU1bb\;l::?i~tltlnoUtl1J \;l 0/0). 
m)t oUfli1~~"!Jtl~IQ1.u~1'Um~~'Um)tJ~b6101\9l8)::'U'U 

.... 

~.(9).(9)O f'l111JVW 1CJ11Jt 'U fn)boU1t1~oUmJ\;l\-1~tl'VI~'Vlm m"!Jtl~)::'U'Um~w'Um)tJ~ b6101\9lCJ)~'U'U 
~.(9).(9)(9) fn) bblij-!lbW1tl'U~1f11't'JiltlG'!~\-1~m::'U'U'umn'Ufn)'U••n)n 

~.(9).(9)~ fn)bLIij~bi$itl'U~lf1tltJmclbblij~Li$itl'U (ConsoLe) "!Jm~\9lbb\;l)~'U'U. ".... 
t.t df 4 0 - 01 _ 

~.(9).(9)bT'1 f11) bb ~~ blJltl'Ub1Jm::'U'U'VI1~1'U(!..I\9l u nlJl 

f11) bL ~-!I bi$itl'U~1f11tJ) bbm1J'U~\-11)~\9lm) Lf'l~tl~l CJ 
.., .4 0 1I 4 fV 

~ . (9). (9)<r f11) bL ~~ blJltl'Uf11'S'VI1-!11'U"!Jtl~)::'U'U G'!1JL\-1G'!lW'.itl\-1CJ\9l"!J::~ n• 
~.(9).(9)b f'l111J'VlmCJ11J1'Uf11)LtJ~8'UbLtJG'!~~1f11'S~\9l~~)::'U'U (Configuration) ~1'Uf'l111JlT'Uf'l~ 

tJG'!tl\9li1CJ"!Jtl~)~'U'Ub'VIf'l1'U1G'! ~611'S61'UL'VIl"! 

~.~ WI,I1 CJ~ih~'U'U611)61'UL 'VIl"!t'Uf'l111J~'U~ \9l'1Jtl'U cJl tl~~\9lt ~i1 m)tJ)::dj'Uf'l111Jb~ 8~1'i tl'VI~'Vl~~'U 
611)61'Ub'VIl"! tl~l~,j'tlCJtJG'!~ (9) f'l~~ ~~tJ)~ntl'U~18'V1~'Vl~~'U <r \-11Jl\9l1~bLn 'Uf'l\;llm ~ni\9lLLli ~ftl't'Jiibb1i ­• 
oUtllJG'! LbG'!::)::'U'U~l'U 1\9lCJtJ~~lJl11J bb'Ul'V11~f11':itJ':i~ bil'U~~.o 

~.~. (9) r11\-1'U\9lt ~i1f11':i~\9lvl1U'Y~'VI~'Vl~~'U611':i61'U b'VIl"! 

~.h~ )::'U bbG'!::tJ):: Lil'Uf'l111J b~8~l'itl'VI~'Vl ~~'U611)61'UL'VIl"!• , , 

~.hbT'1 ~\9l611~'Uf'l111Jb~8~~ln61~1J1~1 
" 

~.h~ ~\9lvl1 bb(!..l'U f11) G'! \9lf'l111J L~8~1\9l8flil'U~t1~ f11':i~\9l f11'S n'U f'l111J b~8~ 61~ntl'U .... 

~.h <r r11\-1'U\9lt ~iif11':itJ~~ lJl11J Lbl!J'Uf11)G'!\9lf'l111JL~8~~ r11\-1'U\9l11bbG'!::~\9llJl11J~'Um~~~Lb~lb61~~ 
~.bT'1 f'l111J~'U~\9l'1Jtl'Ut 'Uf11':ilJl'Sllil61tl'UbLG'!::tJ)::bil'Uf'l111Jb~CJ-!I i1~~d 

~.bT'1.(9) mruf11':ilJl'Sllil61tl'Ulil1n~lJl'Sllil61tl'Ufl18t 'U\-1'I.,bCJ-!l1'U (InternaL auditor) t ~19i1Lij'Uf11'S~~.o.... 

- t~bLI'i~~~f'lru::vl1~l'U \-1~tlf'lru::m'S1Jm)~'U~\9l'1Jtl'Uf11'SlJl'S1~61tl'UbbG'!::tJ'S::bil'Uf'l111J 
L~8~'S::'U'U611'S61'Ub'VIl"!fl1tJt 'Uwtb tJ 

- fl18\-1~~m'SlJl'S1~61tl'Ut Vf'S18~1'U(!..IG'!f11':ilJl'S1~61tl'U t ~\-1tl'J8m~~'Uf11'SlJl'S1lil61tl'U bb\;l:: 

~U~~'UU'Y'1J1lJl11J611~'U,r'U'VI'S1'Ul'itlltJ 

~.bT'1.~ mru~lJl'S1lil61tl'Ua61':i::~1'Uf'l111JiT'Uf'l.:JtJ\;ltl\9ln8lil1nfl1CJ'Utln (ExternaL auditor) 1~ 
" 

- t ~\-1tl1E.J~i1'S::'U'U611'S61'Ub'VIl"!1'Um11J~'U~ \9l'1Jtl'U Yllil1) ru1~\9lvl1 bL(!..I'U~l'U f11)~'S1~61tl'U 
bb\;l::tJ 'S:: Lil'Uf'l111J b~ E.J ~ 'S:: 'U'U 611 'S61'U L'VI l"! lil1 n~~ ':i1lil61tl'U €i 61 ':i ~~1'Uf'l111JlT'U f'l ~ tJ \;l tl \9lnE.J "iJ 1nmCJ'U tl nWI..11 E.J 

" 
- m8\-1~~ f11'SlJl 'S1 "iJ61tl'Ut ~'S1 E.J~l'U(!..I\;l f11':i~':i1"iJ61tl'Ut VfWl,b E.J~l(9)~'U f11'Sm1"iJ61tl'U bLG'!~ 

~u~~'UUru'1J1lJl11J611~'U,r'U'VI)1'Ul'itlltJ 
.... '" 



G) o. n1':irl1'V1'U{;)fl1111i''U s:l{;)'ti€l 'U n':iW':iz'U'Ufi €I 11 Yt1 b'il €li'VI~€l ii'€l1l1il ~1 ':i~'U t'VI fI bn{;) fl1111 Lih.l 'VI1 ~'VI~€l 
'U 

el'UIJl':i1~t{;) ., 

mll'lh~f11f41'1JtJ.:Jf"lru~m~lIfll~'B~m~lIV11.:J~h~frvl'Hl-ufl~ r11V1'U{;)t VI ~'l.I. VI~. t 'U~1'U~~'l.I~Vl1~?f.:J?f{;)
, dJi \J \J , 

'1JtJ.:JfltJ.:JV1~b~tJ (Chief Executive Officer: CEO) bU'U~-r'l.l~{;)'1JtJ'l.Im111b~tJ.:Jm111b~tJVl1tJ bbf1::el'Um1tJ~ 
II -_.... . ' .. ~ -~,.-~ ~~ ~--- .­

bn {;)~'Un'l.l~~'l.I'l.I?f1~?f'UbVlf4I el'U b~ tJ.:J1I1"iJ1flm111'l.1fl~~tJ.:J f1~ bf1tJ ~ iti'Ufl1~,j~"y~ \Jl111'UltJ'l.I1mbf1~bb'U1t111"y~ 
t 'U f11~-rfl'l31m111ii''Uf''l.:Jtlf1 tJ{;).tltJ~1'U6'l1'a6'l'U bVlf4I'1JtJ.:J flmV1~ b~e:l ~.:JtVI~"y.:JPl'l.l"yfll'lj1'1Je:l.:JVlflVl'l11tJ-r'l.lVl~1'l.1

'IJ .~ • 

bbf1~t111"y~mll'UltJ'l.I1tJbbf1~bb'U1t111"y~~r11V1'U{;) ~111~.:JtVlr11n'l.l ~bbf1 bLf1~m{;)"li'Ur11~.:J~f1t 'Ufll~t.u.:J1'U 
~~'l.I'l.I ?f1~?f'UbVlf4I'1JtJ.:J fltJ.:JV1~b~ e:l t VIb U 'Uhi \Jl 111'UltJ'l.I1tJ bbf1~bb'Ult1fi"y~t'Ufll~-rfl'l31f11111ii''Uf''l.:Jtlf1e:l{;).tluntJ~1.:J 

bfl~.:JfI-r{;) ~.:JdVl1mn{;)mcih~'l.I'l.I?f1~6'I'UbVlf41me:l.ue:l~f1m~6'I'UbVlf41bn{;)fl1111~tJVl1tJ VI~e:ler'U\Jl'a1tJt{;) 1 el'UL~rn1l1"iJ1fl 
fll111'l.1fl~~tJ.:Jf1~bf1tJ VI~e:l~h1J'Ufl1~t1fi~\Jl111'Ulm.J1tJbLf1~LL'Ult1fi~;r tVl~U~Pl'l.l'UqJ'lj1'1JeNVI'I11tJtlll~~.:Jd 

(9)0.(9) t VlbLq'l~ltJ~1'Uf11~!;lZbiJ{;)mll?f1tJfll~"y~Pl'l.lUqJ-znt VlVl't.btJ bVl'UeJ bbf1~VI'l.htJ~bMm.ueJ~VI~l'l.1 
(9)0.l!:J ~~fl1~?feJ'l.I?fl'UVl11'i'1~m:::vi1~{;) bbf1~~-r'l.l~Vl'1Je:l'l.ll{;)m~l~?f{;)

'IJ " • 

(9)0.Q1 ~"iJ1'aru1bbm'1J.ueJ'l.Ifl~~eJ~ bbf1~iJeJ.:Jn'UmVfbVl(9lfll'aru~.:Jnci11bn{;)~'U~1• 
(9)0.a:: t 'U mru~ fl1 ~~ ~ biJ{;) f11'a-rfl '131 fl1 111t1 f1 tJ {;).tltJ bn {;) ~ f1 m~'Vl'l.l fl)~ bVi eJ'U b~ tJVl1tJeJ ~1.:J~1 tJ bb~.:J 

t VfeJ~t'UVl~~\j"iJ'1Je:l'l'1JeJ.:J ~U.:J Pl'l.lUfll'1J16'11111'atl bbm'1Jb tI ~ tJ'U bL t1f1.:J LL~'U.:J1'U LL~~15t1nU~Vl1fl~1 LU'Ut Vf 
'U " \J Q~ ~ 

~ltJ.:J1'UVI'I11tJ bVI-UeJ1~(9l111f11111LVl1I1~?fll 

t VfVl'l11 tJ~ijf41'U ~?f1 ~?f'U LVI I'll VI~ eJl'Il'U ~m~1I15-i1eJlIf1~eJ ~t'U61'1n{;) 6'1 1111~tl eJeJm~ bUtJ'l.ItI~ fl~eJtJ1~ 
'U \J \J \J 

1{;) ttlJ,l"li{;)i'ieJ'UlmJ1tJ bb~~ LL'U1t1fioo'U f11'a-rfl'l31f"l1111ii''UfI.:Jtlf1 e:l{;).tltJ~1'U?f l~?f'UL'Vlf41 fl eJ.:JV1~ L~eJ;r 

http:e:l{;).tl
http:fl'l31f11111ii''Uf''l.:Jtlf1e:l{;).tl
http:tJ{;).tl


nf)~Vl'W b~ f)1~~~'vhu1~'U1 ~ bb£l~ bb 'U1t1ljlW\1'U m'frn't'!l1 m l:IJiY'U f'l~t1£l f)~il~~1'U r;111r;1'Ub'VlPl 

·tm,:Jnf)~Vl'Wb~f)\lu'Ud<ff'U 1~djr;111~~1~ty ct ~1'U 1~bbri ~hwm:IJ b~mi1i1~f'l11:IJ bb£l~r;1~1~f'l11:IJb'ih1" 
f'l11:IJ'VI:lJ1~~m~i1'U ~1'U'U1~'U1tJ1'Um1-rm;lm1:IJiY'Uf'l~t1£lf)~i1~~1'Ur;11'.ir;1'Ub 'VlPl b~f)1~'VIt.btJ~h~ '1 
b.o1hfi~b"Vl'U11:IJ cl"1Jf)~n f),:JVl'W b~ f) b~m n 11-rm'!l1f'l11:IJiY'Uf'l~t1£lf)~ilCJ ~1'Ur;11'.i r;1'U b'VlPl bb£l~1-ifbth.lLb'UTV11,:J 

~1'V1-r'U n11ti1'V1'U~bb'U1t1ljU&i ~ f)1tI v),:J,!'U ~u,:J~'Uuty'(j1"1Jf),:J'VIU1CJ~~19imVhm1:IJb.orlh1'U'U1CJ'U1mb~£l~.of)1~ 
.zr~b'iil'U b~f)1-ifbiJ'Uf11eJ'U bb 'U1f'l11:IJf1~ ~1'V1-r'Uti1i1'Um'.i bb£l~~~~'Uh 1 'Um'.i~h dj'Um1b~tJ1i1'Uf'l11:IJiY'Uf'l~ 
t1£l €J~ilCJ~l'U r;111r;1'Ub'VlPl~-r'UN ~'(j€J'U 1'U1;'1'Um~'U1'Um1-rm'!llm1:IJiY'Uf'l,:JtI£l€J~ilCJ~1'Ur;111r;1'Ub'VlPl b tl'Un11 

ti1'V1'U~"1Jf)'Ub"1JVlm1:IJ-r'UN~'(jf)'U"1Jf)~~~b~m.om b~f)1~b.o1hfi~'U'Vl'U1'Vl 'VI,j'1~ bb£l:::m'.iiJ~1'U~1:IJ1'Um1 
'U 

r;1~1,:Jm1:IJiY'Uf'l,:JtI£lf)~ilCJ ~1'Ur;11'.i r;1'U b'VlPl bb£l ~~1'U;11 EJ ~~ ;,:J1~bb ri bb 'U1t1lju&il'Um '.i-rm'!l1f'l11:IJiY'Uf'l,:J 

t1£l€J~ilCJ~1'Ur;11'.ir;1'Ub'VlPl btl'U11tJ£l~b~CJ~bb'U1'Vl1~ 15t1lju&i 15n11m'Uf):IJ bb£l~m'.i1-if,:J1'U'.i~'U'Ur;11'.ib'VlPl b~f)l~ 
n111-if,:J1'U'.i~'U'Ur;111r;1'Ub'VlPliJf'l11:IJiY'Uf'l,:JtI£lf)~i1EJ b~f)fif)1~ ~,:Jbtl'U'VI,j'l~"1Jf),:J~b~ m.of),:J~l,:J '1 ~,:J~u,:J~'Uuty"1J1 

"1Jf),:J'VIU1CJ ~~ bb£l':l~'U'U ~~ bbmf'l~ f)"lhtJ ~~ bb£l~i1'U.of):IJ£1 bb£l~tTI-if,:J1'U ,,~19if),:JtI nu&i Vl1:IJbb'U1'Vl1,:Jn1'V1'U~f)ci1,:J
~" i\J \.I CU 'U.tJ cu 'U ~ 

bf'l~,:Jf'l-r~b~f)1~m1~lb'W'U,:J1'U~1EJi5n1':l'Vl1,:JB b~ n'Vl1€J'W n;;;"1Jf),:JnmVl'Wb~€JiJf'lJ1:IJiY'Uf'l,:JtI£lf)~iltJ b~f)fif)1~ bb£l~ 
b tl'U 1 t1Vl1:IJ'W':l~11'(jn~'t'J~ mn1'V1'U~'VI~n bnru,; bb£l~i5m':l1'Um1'V11~1 m1:IJ'Vl1,:J~ b~ n'Vl1f)'Wn;;;.fl1f'l-r31 'W .Pl. 

l!:J<:t'ct/i ti1'V1'U~ 

http:1JVlm1:IJ-r'UN~'(jf)'U"1Jf)~~~b~m.om
http:1CJ'U1mb~�l~.of



